
Strengthening national resilience 
against the risk of cyber-enabled 
theft of intellectual property
Across the world, economies are going through a process of digital transformation. Being able 
to grow local and innovative knowledge-based industries is critical for any nation’s economic 
security. This applies to industrialised countries as much as to emerging economies in the 
Global South.

The protection of intellectual property – such as technologies, industrial designs and other 
innovations as well as trade secrets and sensitive business information - is fundamental 
to fostering a healthy climate for innovation, foreign investment, international trade and 
regional competitiveness. 

In the modern economy, local businesses that trade internationally, critical national industries, 
and start-ups as well as universities, research and development organisations and public services 
rely on secure data, digital communications and ICT-enabled systems and applications. 

But trust and confidence in the digital economy is threatened by the practice of some states 
that deploy offensive cyber capabilities against industries, organisations and individuals in 
other states. Those that operate in environments with lower levels of cybersecurity maturity are 
particularly vulnerable to fall victim to cyber-enabled theft of intellectual property.

In 2015, the leaders of the G20 – a strategic multilateral platform connecting the world’s major 
developed and emerging economies - condemned the practice of state-sponsored corporate 
cyber espionage for commercial purposes. 

With this project, the Australian Strategic Policy Institute (ASPI) will contribute to a further 
implementation of this norm of responsible state behaviour.



The agreement
“No country should conduct or support ICT-enabled theft of intellectual property, 
including trade secrets or other confidential business information, with the intent of 
providing competitive advantages to companies or commercial sectors.”

- 2015 G20 Leaders’ Communique, Antalya, Turkey.

This agreement followed a previous shared understanding that 
Presidents Barack Obama and Xi Xinping reached on the issue 

of cyber-enabled theft of IP.

Project details
Until the end of 2023, ASPI will implement capacity building activities with the aims:
• To increase recognition by a wider group of states of the risks of state-sponsored 

cyber-enabled IP theft to economic competitiveness and a rules-based global trade system 
(“EXPAND”).

• To operationalise the G20 norm in specific, actionable and verifiable ways and in politically 
neutral and accessible formats (“BUILD”).

• To strengthen the defences of governments, emerging and established businesses and 
economic sectors against state-sponsored and cyber-enabled IP theft (“DEEPEN”).

Project activities
Activities are organised around five distinct workstreams:

1. Conduct risk and resilience assessments of countries most at risk of state-sponsored 
cyber-enabled IP theft by foreign states.

2. Collect, develop and disseminate information on practices of cyber-enabled IP theft by foreign 
states and on good practices in risk mitigation and national cybersecurity resilience.

3. Organise multi-country conventions for government officials responsible for national, cyber 
and economic security.

4. Offer nation-specific and tailor made products and services as follow-up and based on 
needs analysis.

5. Participate in international public debates and establish a public respository on information.

The initial focus for project activities is on economies in the Indo-Pacific and Latin America, with 
supplementary outreach to stakeholder groups in other geographies.

Are you interested to contribute?
If your organisation is interested in learning more about the program or contributing to the 
program outcomes, please contact us at cyber-ip-theft@aspi.org.au or visit our website at 
www.aspi.org.au/icpc.
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