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Introduction
Justin Bassi

While AUSMIN 2022 will no doubt discuss global issues, the consultations these days are first and foremost about the Indo‑Pacific. 
This continues a steady shift in recent years away from counterterrorism and the Middle East, and towards traditional defence, cyber 
threats, critical technologies, foreign interference and hybrid warfare, as Australia reset its security policy to focus on China and the 
US began its uneven pivot to Asia.

In the past decade, the reality of specific threats posed by Beijing has punctured the blissful optimism that prevailed in both 
countries. The task now ahead of the AUSMIN principals is to devise ways to settle into a lengthy period of what Foreign Minister 
Wong calls ‘stabilised relations’ with China. The alliance’s effectiveness will be tested by how it transitions from the failed policy of 
engagement for engagement’s sake, and the more recent necessity of countering malign activity, to a cohesive, long‑term strategy of 
engagement with due diligence for national and regional security, and sovereignty.

In a global threat environment so complex and overlapping, Australia once again has its work cut out to ensure that the US maintains 
a clear‑eyed focus on the Indo‑Pacific and doesn’t view China or the region as longer term issues to which it can return at a later 
date. Since last year’s AUSMIN, Russia has invaded Ukraine (no end to that war is in sight), and tensions have risen in the Middle East 
through developments relating to both Iran and Saudi Arabia. Cybersecurity has gone mainstream: there have been multiple state 
and non‑state intrusions stealing and revealing the personal data of citizens. And the threat of climate change is being properly 
recognised as an international security issue.

The rise in tensions across the Taiwan Strait, underscoring that conflict in the Indo‑Pacific is a genuine possibility, makes US 
lethargy hard to imagine. Tellingly, President Biden’s statement that we’re now in ‘the decisive decade’ can be understood to refer to 
competition with Beijing. Nonetheless, US leadership will be needed to counter multiple threats simultaneously over a long period. 
As an ally that doesn’t expect propping up but does a fair share of heavy lifting, Australia is well placed to encourage Washington to 
focus that leadership on Indo‑Pacific strategic competition. The outcomes of the Defence Strategic Review and the AUKUS pathway 
decision should fortify Australia’s influence on US thinking and decision‑making. 

The objective of long‑term, stabilised relations with Beijing has a solid basis on the shared Australian and US principle of ‘cooperate 
where we can and counter where we must.’ At least initially, the cooperation aspiration will be mainly rhetorical, as there are few 
areas in which genuine trust is strong enough. But US and Australian commitment to do so where possible will strengthen our 
ability to counter Beijing’s malicious behaviour from a position of moral high ground, which is so vital for the global narrative. This 
cooperation requires foreign and defence policies to work hand‑in‑hand, but not to be merged into a single strategy that either 
over‑militarises foreign policy or underplays the need for hard power to strengthen deterrence. As Deputy Prime Minister Marles said 
recently, ‘Improving our national security isn’t provocation; it’s prudence.’

The overall assessment of this ASPI compendium is that AUSMIN 2022 has the chance to forge a realistic but positive shared agenda 
for the Indo‑Pacific region. This should involve a China strategy that will address the dual objectives of improving US and Australian 
national security and building support from a nervous region by presenting positive initiatives that focus on other countries’ 
priorities, such as climate action and economic development. While it might sound counterintuitive, progress on the second will 
give Australia and the US more room to be transparently strong on the first. Bringing countries along on regional initiatives will 
increase not only their understanding of the challenges but their resilience to them and willingness to work with us to manage them. 
The Indo‑Pacific is complex; Southeast Asian and Pacific island states understandably worry about great‑power rivalry and rising 
tensions, but are even more anxious about the prospect of American disengagement. Investment in the Indo‑Pacific driven by a 
positive vision will help persuade regional countries that US commitment is long term and will survive future presidential elections.

There’s no further scope for delay. With the strategic environment shifting faster than observers predicted, AUSMIN should yield a 
joint commitment to making 2023 a decisive year for strengthening the alliance’s collective defence and security, and for increasing 
the region’s collective resilience. AUSMIN should commit the alliance to shaping the focus and future of the region through military 
deterrence and diplomatic influence. The path ahead is precarious, but success will be measured by nothing less than whether the 
alliance can live up to its responsibility of drawing on our combined military and diplomatic strength to help keep competition from 
tipping into conflict.



5‘With a little help from my friends’: capitalising on opportunity at AUSMIN 2022

Defence capability
Dr Marcus Hellyer and Dr Malcolm Davis

AUKUS

In the year since the original AUKUS announcement, progress has been mixed. The public evidence indicates that the first stream 
of activity—the development of an Australian nuclear‑powered submarine (SSN) capability—is progressing well. The signing of 
the Exchange of Naval Nuclear Propulsion Information Agreement showed that things can move quickly and has permitted close 
cooperation between the three nations. The head of Australia’s Nuclear‑Powered Submarine Taskforce has reported that he’s 
getting the necessary level of support from his AUKUS counterparts.

That doesn’t change the complexity of the challenge. It’s important that the government considers all viable options, particularly 
in the area of industrial strategy. There are potential paths that will deliver jobs and industrial capability and support our AUKUS 
partners that don’t involve assembling entire submarines in Australia. We should identify the most productive division of labour 
rather than inefficiently duplicating production lines. For example, the US Navy is facing significant maintenance backlogs for 
its submarine force. Consequently, an Australian focus on the sustainment of both Australia’s and our partners’ submarines may 
in fact be of greater benefit to both our own and our partners’ submarine capability and will create enduring industrial demand 
signals.1

While the currently dominant view is that a US SSN design will be selected, it will be vital for AUSMIN principals to ensure that 
AUKUS remains a true trilateral partnership. Understanding the strengths that the UK brings, including to the global narrative that 
this isn’t just about the US and Australia, will be key to AUKUS’s success.

There’s less public information available on the second AUKUS track: the eight named areas of advanced capabilities. Two 
activities were announced in April 2022 – a project on undersea capabilities and ‘an arrangement’ on quantum technologies.2 
It should be a high priority for the government and industry partners to announce additional AUKUS projects as soon as possible. 

While AUKUS’s Pillar 1 (the SSNs) needs to be led by the three respective defence organisations with other agencies in supporting 
roles, there is no reason why this must be the case in all Pillar 2 activities (the advanced capabilities). Innovation in Pillar 2 areas 
such as cyber, AI and quantum are being driven by the commercial sector but have broad applications relevant to security and 
other sectors beyond defence that contribute to national power. As such, non‑defence agencies can play leading roles to drive 
innovation and implementation in these capabilities. 

It’s increasingly clear that the most urgent outcome that AUKUS will need to deliver is a way forward that will overcome the ‘dead 
hand’ of the US’s International Traffic in Arms Regulations (ITAR), which effectively act as a barrier to sharing, increase the cost of 
entry of new industry players and discourage many companies from working with the US. Efforts to streamline ITAR will require 
full support from the US administration to overcome vested interests in the US bureaucracy and Congress. An initial tranche of 
second‑track projects, specifically supported by AUSMIN principals, can act as test cases (or more directly, battering rams) to 
overcome ITAR processes. To bring appropriate attention to this issue, the joint communique should specifically state that both 
parties agree to work together to resolve the constraints that ITAR imposes on information sharing within AUKUS.

One of the drivers of AUKUS uncertainty is the absence of any authoritative public document on what AUKUS is. Consequently, 
commentators project their own hopes and fears onto it with little basis in fact. AUKUS would benefit from the publication of a 
public document setting out AUKUS’s guiding principles, how it will function and its objectives and outcomes.

If the original agreement isn’t widely distributed, a short charter would empower the national leads to overcome a 
business‑as‑usual mindset in the national bureaucracies, in much the same way as the brief appointment letter provided to 
Australia’s Covid‑19 national vaccination rollout coordinator effectively empowered him to overcome bureaucratic resistance 
and inertia.
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• Ministers should engage their counterparts to determine how the joint industrial capability of Australia and the US can best be 
employed to increase overall submarine capability.

• AUSMIN (in cooperation with the UK) should announce a small number of trial projects and activities in AUKUS’s second track.

• AUSMIN should specifically state that both parties agree to work together to resolve the constraints that ITAR imposes on 
information sharing within AUKUS.

• AUSMIN (in cooperation with the UK) should agree to the release of the AUKUS agreement, or a brief AUKUS charter that 
explains the purpose of AUKUS and empowers the national leads to overcome bureaucratic business‑as‑usual processes.

United States Force Posture Initiative

After more than 10 years of activities, the United States Force Posture Initiative is achieving its potential, but there’s more that can 
be done.

The enhancement of fuel holdings in northern Australia that’s currently occurring is a vital first step in improving the alliance’s 
ability to conduct operations from northern Australia. A next step would be to improve air bases at shared cost, including bare 
bases in Western Australia and Queensland. This could include:

• protected shelters for aircraft, air defence missiles and radars

• expanded aprons to park more aircraft

• larger munitions storage and loading facilities

• facilities to support larger numbers of personnel operating those bases.

We’re now seeing the full potential of the Enhanced Air Cooperation stream of the US Force Posture Initiative being demonstrated. 
The recent extended deployment of USAF B‑2 bombers to northern Australia showed that the sustained operation of this powerful 
long‑range strike capability is possible, providing a strong conventional deterrent. Such activities should be continued to develop 
the Australian Department of Defence’s understanding of long‑range strike concepts and operations as well as the facilities and 
enablers needed to support them.

Enhanced Air Cooperation is a useful template for the next logical step, which is to implement extended visits by US Navy SSNs 
to HMAS Stirling in Western Australia. This should be supported by the forward deployment of one of the US Navy’s submarine 
tenders (support ships that can perform maintenance on deployed submarines). This will achieve several things. First, it will be a 
very visible demonstration of resolve and commitment to AUKUS. Second, it will allow Royal Australian Navy personnel to have 
firsthand experience of the capabilities of SSNs. Finally, it will help develop Australian understanding of the basing, maintenance 
and logistics systems needed to support SSN operations. It’s highly likely that the Nuclear‑Powered Submarine Taskforce is already 
engaging US counterparts on this issue. An ‘in principle’ AUSMIN announcement that such visits will occur in the near future would 
demonstrate to the public that progress is being made.

• Ministers should seek their counterparts’ agreement to further jointly funded enhancements to air base infrastructure in 
northern Australia.

• Ministers should seek their counterparts’ agreement to further extended deployments of USAF bombers to northern Australia.

• Ministers should seek their counterparts’ in‑principle agreement to extended visits of US Navy SSNs to HMAS Stirling as part of 
the development of Australia’s own SSN capability.
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Enhancing air power

Air power is essential in the vast distances of the Indo‑Pacific. It also has the potential to bridge any strike capability gap in the 
long transition to Australia’s SSN force, which could last into the 2050s. As we’ve noted, recent rotations of USAF B‑2 bombers 
here have shown the utility of long‑range strike operations from northern Australia. It’s time for Australia to seriously consider 
the re‑establishment of its own bomber capability. While a bomber is a different capability from a submarine, it delivers similar 
‘top‑order’ effects as a long‑range strike platform, imposing cost, risk and uncertainty on a potential adversary and acting as a 
conventional deterrent. Consequently, it’s possible that a bomber may act as a ‘gap filler’ in the SSN transition as well as serving 
as an enduring part of the ADF’s force structure.

The most obvious candidate for this role is the B‑21 bomber currently under development by Northrop Grumman for the USAF. 
Such an acquisition would of course be very expensive, imposing an opportunity cost on the ADF force structure; however, it may 
allow Australia to avoid the cost of the acquisition of an interim submarine, which would also draw industrial capability away from 
the Collins and SSN programs. Any decision would of course need to be informed by a robust understanding of the capability. 
So far, little information on the B‑21 program has been released by the US.

Ministers should seek the agreement of their counterparts for Australia to engage at the classified level with the USAF and 
Northrop Grumman to develop a high‑level initial business case for the development of an Australian B‑21 capability.

The USAF fighter program, the Next Generation Air Dominance (NGAD) program, is less mature than the B‑21 program,3 but early 
engagement would have potential benefits for Australia. First, it would allow Australia to develop a deep understanding of the 
capability being developed. Second, it would allow Australia to participate. Since the NGAD is highly likely to be a system that 
will involve collaboration between crewed and uncrewed platforms, early engagement could allow Australia to contribute its 
MQ‑28A Ghost Bat, which is being developed by Boeing Australia, to the program. It also opens the door to future acquisitions of 
NGAD‑type crewed fighter capabilities that could complement both the F‑35A and Ghost Bat platforms, as well as the B‑21.4

• Ministers should seek confirmation from their counterparts that Australia could initiate a business case for acquiring the B‑21 
to address gaps in strike capability in the transition to Australia’s SSN capability.

• Ministers should seek their counterparts’ agreement for Australia to be provided with sufficient access to the B‑21 program to 
understand the benefits, costs and risks of acquiring a B‑21 capability.

• Ministers should seek agreement from their counterparts that Australia be granted sufficient access to the NGAD program in 
order to determine whether Australia should enter into a cooperative program with the US.

Sovereign guided weapons production

AUSMIN 2022 has the opportunity to secure US support for Australia’s Guided Weapons and Explosive Ordnance (GWEO) Enterprise. 
There have been numerous announcements since the 2020 Defence Strategic Update, but as yet no statements detailing which 
weapons will be produced in Australia and when. As with AUKUS, the GWEO enterprise can’t be allowed to drift, let alone fail, as 
every modern conflict reconfirms the importance of guided weapons and the limited stockpiles of those weapons.

The US Government owns the intellectual property (IP) for many US guided weapons and controls its release. Moreover, the 
US Department of Defense is likely to be the largest customer for Australian‑produced weapons after our own defence force. 
Therefore, the US Government can play a key role in driving Australia’s GWEO enterprise, both by committing to releasing the 
necessary IP and by sending reliable demand signals.

AUSMIN can drive the GWEO enterprise. For example, it could announce that Australia will commence local production of specific 
weapons that Australia has already committed to acquiring as soon as possible. Long Range Anti Ship, Javelin and HIMARS M31 
rockets are all worthwhile candidates.
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• Ministers should secure agreement from their counterparts that the US will support local Australian production of guided 
weapons that Australia has already committed to acquiring from the US.

• AUSMIN should announce that Australian production of specific, named guided weapons will commence in Australia as soon 
as possible.

Notes
1 These issues are discussed in Andrew Nicholls, Jackson Dowie, Marcus Hellyer, Implementing Australia’s nuclear submarine program, ASPI, 

Canberra, 2021, online.

2 For more information see Australian Government, Department of Defence, ‘FACT SHEET: Implementation of the Australia – United Kingdom – 
United States Partnership (AUKUS),’ 6 April 2022, online. 

3 For more information on the NGAD project, see Howard Altman, ‘Air Force’s next generation air dominance “fighter” program enters new stage’, 
The Drive, 1 June 2022, online.

4 Stefano D’Urso, ‘Let’s talk about the new manned sixth generation fighter renderings’, The Aviationist, 2 November 2022, online.

https://www.aspi.org.au/report/implementing-australias-nuclear-submarine-program
https://www.defence.gov.au/about/taskforces/nuclear-powered-submarine-task-force/fact-sheets
https://www.thedrive.com/the-war-zone/air-forces-next-generation-air-dominance-fighter-program-enters-new-stage
https://theaviationist.com/2022/11/02/new-lm-ngad-renderings/
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Technology collaboration
Karly Winkler

There’s never been a better time for science and technology collaboration between the US and Australia. With the signing of 
the CHIPS and Science Act in August 2022, the US Government put its money where its mouth is by injecting significant funds to 
counter the rise of China, as both a technological competitor for the US and an adversary seeking to undermine infrastructure 
and technological standards globally for domestic gain. The US is keen to retain its leadership, but its critical dependency 
on semiconductors manufactured in North Asia was exposed during the Covid‑19 pandemic. Supply‑chain delays caused 
major impacts across most sectors of the economy, and it’s a challenge that can’t be met by the mighty American technology 
sector alone.

The timing of the CHIPS and Science Act and its huge financial investment is particularly noteworthy, given that US attention is 
already split between what’s likely to be a prolonged Russian war in Ukraine, increasing cyber activity and missile testing from 
North Korea and seeking to prevent a nuclear‑armed Iran. There’s plenty here to occupy US and Australian policymakers, but some 
of the options to address these issues and mitigate their risks could reside in entirely new areas. There are certainly important 
lessons to learn here as the US and its allies seek to avoid direct military and potentially nuclear conflict, and advanced technology 
provides some much‑needed alternatives in their arsenal.

Australia is a valuable ally for the US in a secure science and technology supply chain. We’re a nation of thinkers and innovators 
who share the same democratic principles, and we have a long history of being a trusted defence partner contributing unique 
capabilities and services through the Five‑Eyes partnership. Australia also possesses the raw materials and rare‑earth minerals 
needed to support technology development in a range of areas, including semiconductors; however, this will need to be 
prioritised, and government and commercial sector alignment will be needed to meet the demand and time frames.

There’s no division between domestic and international borders in cyberspace, and there’s increased blurring of the lines between 
activities for crime, national security, intelligence and defence. Enforcing artificial divisions that dilute our own approach to 
transnational technology ecosystems only aids our adversaries.

In this paper, I propose five key science and technology areas for greater US–Australia collaboration that carry significant national 
security and defence risks for both countries. Rapid progress against these challenges will position us for success and strengthen 
our resilience against groups that seek to undermine the global rules‑based order.

Avoiding kinetic warfare: cryptocurrencies, sanctions and disruption via blockchain

Financial levers are increasingly effective tools for the deterrence and disruption of adversarial nation‑states, ahead of traditional 
military strikes.

One of the most effective weapons the global community has employed against Russia in its war against Ukraine has been financial 
sanctions and trade controls. Sanctions and Russia’s exclusion from the SWIFT system imposed significant financial costs on its 
economy, limited its ability to resupply and aid war efforts, and applied targeted pressure to institutions and influential political 
leaders, separating them from their assets outside Russia. However, the rise of cryptocurrencies and decentralised finance (DeFi) 
via blockchain technologies currently circumvents those processes. In fact, we’re witnessing this scenario currently playing out 
with North Korea.

The North Korean economy is strongly supported by the cryptocurrency proceeds of hacker activities and cybercrime in the wake 
of years of US‑led economic sanctions and Pyongyang’s failure to extort more money from negotiations over its missile testing 
program. The ‘crypto winter’ market downturn of 2022, exacerbated by the recent collapse of major crypto exchange FTX, has sent 
the value of that income plummeting, causing North Korea to seek to ramp up cyberattacks to make up for the shortfall.
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Non‑traditional finance and cryptocurrencies are a dual‑use technology: they’ve been a major enabler for global support 
to Ukrainian war efforts and provide financial safety for people in fragile economies, but they also enable large‑scale, 
state‑supported cybercrime and cyberattacks that can undermine national security. Transactions can’t be stopped, funds usually 
can’t be recovered and, despite the transparency of the blockchain, it can be extremely difficult to identify and disrupt bad actors.

However, many of the gateways for converting ill‑gotten crypto back to fiat currency are controlled by major exchanges that can 
enact sanctions, if the owner of the account is identifiable. Likewise, the US has also sanctioned ‘mixing’ services such as Tornado 
Cash, which is software used primarily by the North Korean hacking group Lazarus for laundering the proceeds of cybercrimes.1 
Other new measures to apply the rule of law through code will be needed as investors burned by FTX move to DeFi, which is less 
vulnerable to traditional financial crimes such as fraud and embezzlement.

To date, the liquidity available in the global cryptocurrency markets isn’t sufficient to support national trade. However, last year, 
the market value of the cryptocurrency economy reached over $3 trillion,2 and has dropped to $800 billion. But, crypto‑based 
crime came in at around $14 billion.3 Some nations, such as El Salvador, have already adopted cryptocurrencies such as bitcoin 
as their national currencies, with worrying implications for their political and economic stability. Both Australia and the US 
are currently investigating developing their own central bank digital currencies. The crypto industry should recover from the 
FTX collapse, if history is anything to go by: this isn’t the first crypto collapse, and it’s certainly not the first case of fraud and 
bankruptcy in traditional finance, particularly before the strong regulation of the banking sector. If the adoption trends then 
continue, it’s likely that in the near future Russia would be able to mitigate today’s sanctions and removal from SWIFT by using 
the cryptocurrency ecosystem.

Western allies urgently need a suite of new capabilities to impose financial costs on international adversaries via the 
cryptocurrency and digital finance domain, and to pair that with cyber disruption of bad actors. Current efforts are nascent and 
siloed, and the national security impacts are often underappreciated outside law enforcement. The US administration called for a 
whole‑of‑government approach in March 2022, but this is a major international issue in which a coalition of effort will be required. 
There’s much the Australian Department of Defence could do to aid this work and grow our own cyber disruption program—the 
attribution of bad actors in cyberspace by their technologies and behaviours is the bread and butter of the intelligence community. 
Intelligence needs to be fused with blockchain analytics and real‑world events to build a holistic picture of digital activities and 
identities. That knowledge must then be shared with the operators who can best action it in a way that’s akin to international 
cyber threat intelligence sharing, but where operations might be legal, economic, commercial, diplomatic or military.

FTX may in fact have given us a golden opportunity to reshape the blockchain ecosystem.

Recommendations: Australia should propose a collaborative initiative to build and share intelligence to support operations 
to identify bad actors and block and disrupt their financial activities through blockchains. We should develop processes to 
desensitise and share this information for US and Australian government agencies to provide better options for defence activities, 
inform crypto regulation efforts and provide better support for existing law enforcement, homeland security and Department of 
Justice / Attorney‑General’s Department operations.

Powering the war fighter: energy storage for next‑generation technologies

Drones have been deployed by both sides in the Russian war on Ukraine to significant effect. Russia has used them for missile 
strikes and continues to seek more advanced military‑grade drones from Iran. However, Ukraine has had great success in 
employing its civilian population’s personal drones for monitoring the location and disposition of the enemy. Among the many 
lessons learned in the war has been that these small, low‑cost, lightweight drones are easy to deploy in numbers, harder to detect 
and harder to bring down than expected; for intelligence and reconnaissance, only one needs to get through and communicate 
back to its operators. However, they’re very easy to misdirect (see the next section on resilience) and they aren’t able to stay in the 
air for long or run advanced electronic sensors or equipment due to their small, necessarily lightweight power supplies. This has 
also been the major limitation in research into tiny drones, such as robot bees in the commercial sector: there are no viable ways of 
powering them for flight, sensing and communications.
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Most next‑generation, computer‑heavy technology has a high requirement for reliable power and cooling. In the case of 
field‑deployable vehicles and drones, we can also add small and light to that list. Australia is a natural logical partner as a regional 
technology hub and as a power generator for the region, particularly as the world continues its shift towards electric vehicles. 
However, we have significant limitations in energy storage for transport, particularly batteries suited to deployment in the defence 
context. Also, the world’s supply of rare‑earth minerals and compounds is limited. It won’t scale up to the demand for batteries if 
they remain as designed today, using the same materials in demand for national electricity production, semiconductors and a wide 
range of other technologies, particularly as China controls most of the global supply of rare earths.

We must develop new battery, storage and energy‑use strategies that will mitigate our dependence on non‑renewable sources and 
that will meet our power and mobility requirements. It’s likely that a diversity of battery options will be needed to offset the risk of 
exhausting materials, and, in cases where storage isn’t possible, trusted sharing or offloading of computing to wherever energy is 
plentiful. It wouldn’t be the first time that Australia and the US have run ‘follow the sun’ defence and space programs, which hand 
over responsibility for 24/7 operations as business days begin and end in our respective time zones.

Recommendation: AUSMIN should agree to a joint state‑of‑play review for energy gaps and limitations with current technologies in 
defence in order to identify possible collaboration opportunities.

Resilience with disruptive technology: quantum technologies beyond computing

Australia produces some of the world’s best quantum research and quantum researchers. The defence focus has traditionally been 
on the race for a quantum computer capable of breaking sensitive cryptography and the risks that poses to national security. China 
has also invested heavily in this race and appears to be positioned only slightly behind the most leading‑edge US achievements for 
quantum processors. However, a quantum computer capable of breaking currently secure cryptography is still many years away, 
and the US National Institute of Standards and Technology announced in June this year the final candidates for quantum‑resistant 
cryptography standards. Google recently announced that it now uses post‑quantum cryptography to protect its internal 
communications. This means that we can and should begin the migration to using such algorithms as soon as possible to mitigate 
the damage caused by a technologically advanced adversary such as China scraping all the encrypted data that it possibly can now 
and storing it for later decryption when the quantum computer becomes available.

Quantum computing research is established, well funded and will be ongoing for many years to come with mitigation strategies 
in place. However, this particular quantum computing application has resulted in a mistaken blanket classification of all quantum 
work as ‘sensitive technology’ for national security purposes. This has caused problems for wider quantum research and 
international collaboration in spaces such as quantum sensing, materials, communications and navigation, which don’t share 
the same risks. AUSMIN and the US and Australian defence departments could swiftly reduce obstacles for the quantum industry 
dealing with non‑sensitive applications today by reducing time‑consuming national security processes for AUKUS partners, 
such as export controls and Foreign Investment Review Board engagement, which significantly slow down collaboration. Any 
self‑imposed processes that hinder our ability to get our quantum research to market efficiently simply aid countries such as China, 
which will capitalise in our place.

Moreover, there are some areas where delivering quantum solutions as soon as possible could solve some critical challenges, 
such as quantum position, navigation and timing (PNT) research to mitigate our dependency on the Global Positioning System 
(GPS). GPS is integrated into an enormous range of modern technologies, from military‑grade weaponry and uncrewed vehicles, 
to commercial shipping and tracking, through to consumer technologies such as mobile phones, cars and drones. It’s even used 
in multifactor authentication tokens and apps for secure services. GPS uses extremely weak signals that are very easy to jam, as 
noted in the use of drones in Ukraine. Russia and China both maintain their own constellations of satellites for global positioning 
(GLONASS and BeiDou) rather than relying on GPS, which could make GPS an attractive target for disruption in a conflict. However, 
the application of quantum entangled pairs to provide high‑fidelity timing data for geolocation would be extremely difficult to 
interfere with.
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Australia’s Defence Science and Technology Group (DSTG) has an excellent quantum PNT program that could provide the 
foundations for a valuable collaborative initiative between Australia and the US on a critical issue for national resilience.

Recommendations: AUSMIN should develop a framework to work with the new Australian Quantum Alliance (a group jointly 
designed by ASPI and the quantum industry under the Tech Council of Australia) to identify areas where government processes 
can be streamlined for quantum collaboration, advocate and prepare for an imminent move to post‑quantum cryptography 
for defence and government communications, and make quantum PNT collaboration a key pillar for quantum under AUKUS to 
accelerate practical research that can mitigate our dependency on GPS.

Removing adversaries’ safe havens: cyber capacity‑building with vulnerable nations

While it’s often said that the best defence is a good offence, when you’re outgunned, having friends is better. Neighbours and 
potential allies, however, who lack cybersecurity awareness and skills and manage their infrastructure accordingly, are vulnerable 
to manipulation and control by aggressive foreign adversaries. This can take the form of cyberattacks, in which sensitive data is 
exfiltrated or manipulated on their networks, leaving them open to covert influence or blackmail. In some cases, such activities 
can be overt, like China’s commercial diplomacy, offering technology and infrastructure to nations unaware of the support 
commitments, the degree of dependency they incur or the extent to which their systems will remain accessible by a foreign power. 
Regardless, it’s difficult to trust and collaborate with even friendly nations who leak sensitive information, provide access vectors 
to adversaries or allow their infrastructure to be co‑opted for attacks against others.

Before Russia’s illegal war in Ukraine, the technology sector worked closely with the Ukrainian Government to patch and upgrade 
vulnerable systems. That preparatory work significantly reduced the efficacy of Russian cyberattacks and removed enough of the 
low‑level attack vectors so that, when the war began and they were under pressure, Ukraine and its tech partners were able to 
focus on responding to the much smaller number of sophisticated attacks Russia had prepared in secret.

That strategy doesn’t scale to other nations during peacetime, as those services ordinarily come with a high price tag that nations 
mightn’t be prepared to pay. Also, going in and making changes ourselves can come across as arrogant or interfering, fomenting 
distrust from the nation and its allies, and also ensuring that we inherit the ongoing support burden on top of our own work. A far 
better strategy is to respectfully help them help themselves—jointly develop initiatives that increase their own capacity to secure 
and manage their infrastructure, and respond effectively to cyber incidents.

The idea of helping a foreign nation fix the kinds of vulnerabilities that we might have exploited for intelligence collection would 
once have been unthinkable to the intelligence community. However, now that there’s a degree of homogenisation in our 
respective technology stacks, the cost of finding a vulnerability that might also affect one’s own systems quickly becomes too high 
to risk keeping it secret. Defending one’s own networks is far more work than attacking someone else’s, so today cyber defence 
will almost always be prioritised over intelligence gain.

Ultimately, we all benefit from raising up our neighbours. We’re able to build trust between different nations diplomatically; we can 
build trade and information exchange opportunities safely; we can share the cyber‑incident response burden across a greater pool 
of cyber professionals; and, critically, we can focus our limited resources on high‑impact cases by disrupting the cyberattack chain 
earlier in its life cycle, preventing adversaries from even reaching our networks.

Recommendation: AUSMIN should invest in capacity‑building programs, including training and professionalisation of the cyber 
discipline, to improve other nations’ cyber resilience. This includes being prepared, on occasion, to sacrifice technical access to 
intelligence for the greater good.

Seeing the bigger picture: data management for analytics, automation and AI

In recent years, artificial intelligence (AI) has been listed as a key priority for every major collaborative partnership Australia has 
signed up to, including AUKUS, the Quad, ASEAN and the Five Eyes. This is due to its enormous potential for being able to identify 
patterns, solve problems, provide insights and take actions at a speed and scale unmatched by people. However, underpinning all 
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of its potential is the data that it’s based upon. An AI’s success or failure is inextricably linked to how it’s able to learn from data, to 
interpret it correctly, to make sound inferences and to then apply those inferences in ways that usefully apply in other contexts. For 
example, for a good decision to be made, data should be accurate, timely, representative, relevant, trustworthy and appropriately 
sourced for the problem that the AI’s trying to solve. It should be structured or at least in understood formats, ideally adhering to 
standards, so it can be compared with or enriched with other data. It should also be assessed for biases so that either they can be 
mitigated or the AI users can be made aware of the boundaries and context of the answers that the AI will produce.

AI aside, a wealth of data is being generated every second from sensors on military platforms, but to gain the maximum impact 
from data to support military decision‑making, it’s best enriched with contextualising information such as, say, environmental 
data, secret intelligence, commercial records, cyber data and so on. However, even efforts to collect together similar sensor data 
from across the army, navy and air force in the same region are extremely difficult, let alone sharing between countries and using 
different kinds of data.

To build, for example, a common picture of a battlefield during a conflict, we would also need consistent standards, 
data‑processing platforms, manageable data volumes and, possibly the most difficult of all, policies for data and knowledge 
sharing between different countries, including how to address different sensitivities, equities and releasability.

Data management and accountability is a vastly underappreciated aspect of AI and, while the Five‑Eyes community has been 
working on this for some time, it remains one of the greatest challenges for collaboration. It will be critical in effectively monitoring 
a battlespace characterised by smart technologies such as AIs and drones and employing offensive cyber techniques.

Recommendation: AUSMIN should commit to developing standards for sharing battlefield data in a common picture, using existing 
Five‑Eyes programs as a foundation for streamlining processes.

Notes
1 Treasury Department, ‘US Treasury sanctions notorious virtual currency mixer Tornado Cash’, media release, US Government, 8 August 2022, online.

2 Tara Iyer, Cryptic connections: spillovers between crypto and equity markets, International Monetary Fund, 11 January 2022, online.

3 Chainalysis, The 2022 crypto crime report, online.
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Climate, energy and security
Dr Robert Glasser

Russia’s invasion of Ukraine and China’s increasingly assertive role in our region will certainly loom large in AUSMIN 2022 meetings, 
but climate change will also feature prominently. It remains a top priority for the Biden administration and for Australia, following 
Labor’s ‘climate election’ victory earlier this year.1

Both countries share a strong commitment to building greater global ambition for regional climate action, including through 
diplomacy and by leveraging their aid programs and private investment to help Indo‑Pacific countries reduce their reliance on 
fossil fuels and adapt to climate impacts.

US and Australian defence cooperation also reflects this shared commitment. The Albanese government has recently affirmed 
that climate security is becoming a pillar of the US–Australia alliance.2 He is also the first Australian Prime Minister to include the 
Minister for Climate Change and Energy in the National Security Committee of Cabinet. Similarly, the Biden administration’s new 
national security strategy launched in October called for engaging key US allies in addressing climate change in the Indo‑Pacific, 
which it described as ‘the epicentre of the climate crisis’.3 This alignment is also becoming increasingly apparent in practice: in 
July, for example, Australia and the US co‑hosted the 2022 Conference of the Chiefs of Defence from the Indo‑Pacific, where ‘the 
security implications of climate change’ featured first on the agenda.

Energy transition

The Indo‑Pacific is pivotally important, in terms of both the energy transition and climate and security risks. It accounts for 
60% of the global energy supply and over half of global energy consumption and greenhouse gas emissions. Limiting global 
warming to 2°C, the upper limit set in the Paris Agreement, will be impossible without an unprecedentedly fast regional energy 
transformation.4

In this respect, China’s role is critically important. It’s the largest financer of renewable energy in the Indo‑Pacific. Its significant 
funding is critical to supporting the regional energy transformation. It also plays the dominant role in renewable energy 
products and rare‑earth mineral supply chains and the processing capacity to produce them.5 And its global share in all the key 
manufacturing stages of solar panels, which currently exceeds 80%, will rise to more than 95% in the coming years.6 As one energy 
expert recently observed:

[China leads the world in] wind and solar installation, in wind and solar manufacturing, in electric vehicle production, in 
batteries, in hydro, in nuclear, in ground heat pumps, in grid transmission and distribution, and in green hydrogen. They 
literally lead the world in every zero‑emissions technology today.7

The concentration in any one country of those capacities that are critical to the global response to climate change raises questions 
about supply‑chain risk. China has demonstrated its willingness to use its control of the supply chain in pursuit of its wider 
geopolitical interests, most notably in 2010 when it retaliated in a maritime dispute with Japan by restricting rare‑earth mineral 
exports to that country.8

Nevertheless, there are significant incentives for the US and other countries, such as Australia, to engage with China to accelerate 
the regional energy transformation. The challenge is to find ways to do so without jeopardising or undermining other core strategic 
and security interests.

Time is of the essence. The latest climate assessment suggests that greenhouse gases need to be reduced by a further 30% in 
less than 10 years to keep warming below 2°C.9 We’re currently on track for closer to 3°, which would entail catastrophic10 and 
largely irreversible global impacts (more on this below), with enormous consequences for great‑power competition.11 AUSMIN 
should discuss this challenge and explore options to engage China. Biden and Xi’s agreement at the G20 to re‑commence climate 
discussions creates an important opportunity to take this work forward.12 One fruitful area of cooperation might be to support 
China’s efforts to curb its rising methane emissions.13
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AUSMIN should also take stock of current efforts to diversify the renewable energy supply chain, such as the Critical Minerals 
Partnership, which Australia has recently joined, and identify opportunities to expand and accelerate cooperation.14 The Japanese 
experience is instructive in this regard. Following the 2010 dispute with China, it established a partnership with Vietnam that 
enabled Vietnam to become Japan’s largest rare‑earth mineral supplier by 2017.15 After China, Vietnam holds the world’s largest 
reserves of rare‑earth minerals (Australia has the fifth largest).

AUSMIN should also identify ways our two countries can collaborate in helping regional partners reduce their reliance on fossil 
fuels. There’s already much happening in this space. The energy transition was one of the main topics of discussion at the G20 
hosted by Indonesia earlier this month,16 at which Indonesia formally announced that it’s joining the Just Transition Energy 
Partnership (JETP), a multibillion dollar initiative involving the US, France, Germany, the UK and the EU.17 Earlier this year, Canberra 
also announced a climate and infrastructure partnership with Jakarta.18 Indonesia is a pivotal country for Australia’s security. 
AUSMIN should consider opportunities to expand Australia–US cooperation on renewable energy infrastructure in Indonesia, 
including in the context of the JETP, where Australia could support Indonesia with technical assistance to identify and prepare 
projects for JETP funding.

Climate security risks

A failure to accelerate the regional transition to renewable energy will have enormous consequences. The Indo‑Pacific is the 
most exposed region to the hazards that climate change is amplifying.19 Climate risks in the region are clustered around three 
hotspots.20 The first is the major transboundary river basins in South and Southeast Asia, where large concentrations of poor 
people are exposed to the regular and increasing risk of extreme floods and droughts, and already tense cross‑border relationships 
are likely to be further strained by climate shocks. The second is maritime Southeast Asia along the Ring of Fire, where more than 
400 million people reside in low‑lying island countries exposed to very rapid sea‑level rise, stronger cyclones and increasing floods 
and droughts, compounded by earthquakes, tsunamis and volcanic eruptions.21 The third hotspot comprises the Pacific small 
island developing states, many of which face an existential risk from rising seas and intensifying storms.

Climate impacts will not only exacerbate the traditional regional security challenges in the region, such as the rise of China or 
terrorism, but also lead to new threats and the prospect of multiple, simultaneous crises, including food insecurity, population 
displacement and humanitarian disasters that will undermine regional economic development, political stability and security.22

Last year’s AUSMIN specifically referred to the security risks associated with climate change in its communique:

Acknowledging the global security threat posed by climate change, the Secretaries and Ministers committed to continuing 
cooperation on disaster response and resilience measures in defence planning, noting the threats to human security across the 
region, including pandemics, growing water and food scarcity, compounded by population growth, urbanization, and extreme 
weather events, in which climate change plays a part.23

At that time, the US had already completed a number of climate and security risk assessments.24 The most comprehensive of 
them was the national intelligence estimate on climate change and national security, which attempted to aggregate the collective 
wisdom of all US national security agencies.25 And, in June, shortly after Australia’s federal election, new Prime Minister Albanese 
tasked the Office of National Intelligence to prepare Australia’s first climate and security risk assessment. The expectation was that 
it should be completed by the end of this year, so, with the Director‑General of National Intelligence usually a fixture at AUSMINs, it 
would be in Australia’s interests to brief US principals on the assessment during AUSMIN 2022.

The timing is now right, therefore, for AUSMIN to agree on some specific areas of collaboration on regional climate and security 
risks. As a starting point, the US and Australia should share the findings of their respective risk assessments, with the objective of 
arriving at a common view on the key climate and security risks facing the region. Identifying joint responses to reduce the most 
significant of those risks should flow from that initial joint assessment. Key areas for US–Australian collaboration should include 
identifying scenarios of regional instability that may require US and/or Australian stabilisation responses and developing policy 
and operational responses to mitigate the risks.26 A key aspect of this work should be to jointly assess the geopolitical effects of 
climate change, including effects of the global energy transition, which is likely to redraw the region’s power map.27
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Improving early‑warning systems and intelligence capacity to anticipate events triggered by climate change should also be 
considered, and that work could be operationalised through the establishment of a joint US–Australian climate threat assessment 
centre or a joint taskforce.

Another focus of discussions should be on strengthening the capacities of key countries in the region (such as Indonesia 
and Vietnam) to understand and address climate impacts. This might include scaling up joint planning, training, exercises, 
interoperability and exchange programs focused on reducing climate and security risks.

Of course, the biggest shared geopolitical concern between Washington and Canberra is China’s trajectory, which can’t be 
understood separately from the risks posed by climate change. China has 20% of the global population but only 12% of the world’s 
arable land (much of which is threatened by climate‑related drought), and many of its aquifers in the north of the country are 
already overexploited.

Given China’s geopolitical importance, its core role in the global energy transformation, its significant exposure to climate 
hazards and its association with many of the existing regional climate and security hotspots, it’s surprising that there exist few, 
if any, comprehensive climate and security risk assessments of the country’s role in the Indo‑Pacific. That’s an omission that 
AUSMIN should urgently address. It’s critical to develop a deep and nuanced understanding of how Chinese actions, for example, 
are shaped by climate considerations, or, conversely, how climate change may affect US and Australian efforts to compete (or 
cooperate) with China in the region.28

AUSMIN is convening at a moment of exceptional geopolitical upheaval. The discussions will necessarily focus on the risks 
associated with an increasingly assertive China in the Indo‑Pacific. Those risks are today very significant, but may ultimately 
be less perilous for US and Australian security than the enormous and cascading climate impacts that will emerge in a rapidly 
warming world.
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Cyber‑enabled foreign interference
Danielle Cave and Dr Jacob Wallis

When AUSMIN began in 1985, the internet was still under development. Even as cyberspace as we know it today started going 
global in the late 1990s, it would be another two decades—and the launch of dozens of social media platforms later—before most 
governments turned their attention to some of the more complex challenges resulting from the ambition to maintain a free, open, 
and secure internet run almost entirely by the private sector.

The economic liberalism that encouraged globalisation is now confronting the weaponisation of that interconnectivity. 
Authoritarian states firewall their domestic cyberspace environments in order to maintain social control. Those same states, 
as well as malign non‑state actors, exploit globally connected networks as vectors for cyberattacks, data theft and information 
operations. Of those emerging security challenges, the ways in which an increasingly wide range of state and non‑state actors are 
working overtime to manipulate the open information environments of democratic countries has historically received the least 
attention from policymakers and regulators.

Elon Musk’s takeover of Twitter in October 2022, and the subsequent dismantling of the human rights team, alongside resignations 
from the senior policy leads that focus on misinformation, trusty and safety, online harms, information operations and harassment 
should serve as an alarming wake up call for policymakers and regulators around the world. Media reporting revealing that, 
as of mid‑November, there were allegedly only four US‑based employees left at Twitter working to stop foreign disinformation 
campaigns, and that there were no longer any content moderation staff focused on the Asia–Pacific region (except for one 
contractor hired to help with spam in the Korean market), should be of enormous concern to US and Australian policymakers, 
including those attending AUSMIN.1

Adversaries and malign actors work at fissures in the openness of multicultural, democratic societies to interfere and destabilise 
those societies. The actors behind these operations—whether state or non‑state, and whether politically, financially or 
geostrategically motivated—are pushing extremist narratives, conspiracy theories and disinformation across a growing bevy of 
online channels. The targets are domestic and global debates, the public, elections, governments, multilateral organisations, 
businesses, individuals and key decision points (for example governments meeting to vote at the UN).

Covid‑19 has provided a unique opportunity for malicious online actors to exploit the pandemic—and its global and ongoing 
impacts—for strategic gain. Conspiracist groups, in particular, have amassed large online followings over the past few years. 
State actors and conspiracy groups have, at times, shared interests in disrupting the information environment. In the US, QAnon 
and anti‑vaccine groups, in addition to spreading health misinformation, have also peddled pro‑Russian Government narratives, 
including by promoting conspiracy theories being pushed by the Russian state.

There are many ways in which such information manipulation, and in particular cyber‑enabled foreign interference, is now 
occurring—through both overt and covert means. For years, ASPI has been conducting research into many of the different tactics 
and strategies being used by state and non‑state actors in a range of thematic areas,2 such as:

• Economic security
– the alignment of disinformation with economic interests, such as China’s positioning in rare‑earth supply chains3

– the mobilisation of propaganda‑driven boycotts to impose economic costs on other states’ companies and export 
industries (such as boycotts of H&M, Nike and NBA)4

• Health
– inauthentic and targeted campaigns across social media platforms focused on altering narratives about a particular health 

or medical topic (such as the targeting of the Covid‑19 pandemic by major conspiracist groups)5

https://infoops.aspi.org.au/
https://infoops.aspi.org.au/
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• Foreign policy and defence
– the use of disinformation capabilities to target foreign policy developments (such as the strengthening of the Quad 

partnership) or changes to defence policy, spending or force posture (such as targeting Japan’s plans to deploy missile units 
in southern Okinawa)6

• Politics and society
– nation‑states’ use of commercial services (such as content farms or high end PR agencies) as influence‑for‑hire networks to 

target their own populations (as has occurred in the Philippines and Indonesia)7

– the flooding of the information environment with propaganda and disinformation to influence authentic discussions 
and suppress and distract from factual information (as has occurred on the topics of Kashmir,8 Papua9 and UK public 
broadcaster, the BBC)10

– the targeting of individuals with disinformation, threats, online harassment or abuse in order to suppress the opinions or 
public profiles of those individuals (as occurred across 2022 in the CCP’s targeting of Asian women overseas)11

– the strategic use of ‘cloaked’ propaganda and disinformation efforts (disseminated via third parties) to launder narratives, 
which often means this activity flies under the radar of social media platforms and policymakers (for example, the Chinese 
party‑state does this on human rights issues, especially in relation to Xinjiang, by using Western social media influencers).12

The growing concern that these issues are now causing has started to become evident in recent AUSMIN communiques as 
emerging and cyber‑enabled security challenges have gained prominence with US and Australian policymakers. Having not 
previously been mentioned, ‘countering disinformation’, for example, went from two mentions in 2020 to five in 2021. But both the 
US and the Australian governments have ground to make up here.

In Australia, for years, part of the problem has been lack of clarity on which parts of the Australian Government have leadership 
and authority in protecting which parts of Australia’s information environment—the public sector, the private sector and individual 
citizens—from interference by foreign actors acting with malicious intent. There is clarity on the protection of government data, 
but the protection of industry and citizens’ data and personal safety has seemingly slipped through the cracks between policy and 
intelligence agencies. While there should be complementary roles for the departments of Home Affairs and Foreign Affairs, the 
Australian Federal Police, ASIO, the Australian Signals Directorate and the e‑Safety Commissioner, none seems to have been given 
responsibility for countering cyber‑enabled foreign interference with Australian citizens. Now is the time for the government to 
devote serious resources to this growing policy challenge. The upcoming cyber strategy—which can reallocate policy priorities and 
funding—provides parliament, and especially Home Affairs and Cyber Minister Clare O’Neil, with a neat mechanism to get its ducks 
in a row in 2023.

AUSMIN ministers could remind their American counterparts that in 2023 it will be 40 years since President Reagan’s viewing of 
the film WarGames inadvertently shocked his National Security Council into action on cybersecurity. With cyber at the forefront of 
state‑based malicious activity (by China, Russia, Iran and North Korea) and non‑state criminal behaviour, American and Australian 
political leaders need to make 2023 the year they take cyberspace and cybersecurity back from those using it to do us and our 
citizens harm.

The US has historically been more attuned and focused on this policy space but, like most open societies, sat idle while hoping that 
the freedom of cyberspace would liberalise the globe, while the authoritarian regimes in Moscow and Beijing took control of the 
internet at home and used its openness to engage in interference abroad. The US, still dealing with the aftermath of Russia’s use of 
cyber to disrupt the 2016 election, also lost some credibility after Facebook and Twitter disrupted a network of pro‑US Government 
accounts in 2022 (reportedly linked to the US military) that were covertly seeking to influence users in the Middle East and Asia 
with pro‑Western perspectives about international politics, including Russia’s invasion of Ukraine. The US Government will face 
challenges in credibly talking to allies and partners about countering disinformation and foreign interference if it doesn’t articulate 
a distinction between its own environment‑shaping activities and the at‑scale propaganda and information campaigns run by 
Russia, Iran and China. As one US diplomat put it to the Washington Post:
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Generally speaking, we shouldn’t be employing the same kind of tactics that our adversaries are using because the bottom line 
is we have the moral high ground. We are a society that is built on a certain set of values. We promote those values around the 
world and when we use tactics like those, it just undermines our argument about who we are.13

Cyber‑enabled foreign interference is now a growth industry that’s eroding the quality of the information environment. While 
ongoing developments with Twitter are highly concerning, they also provide an opportunity, for democracies in particular, to focus 
minds and resources. The time is ripe for both governments to take a leadership position on this issue and to coordinate other 
democracies to build a more global and impactful response to this threat. Smart forms of government involvement in fostering 
democratic resilience to cyber‑enabled foreign interference will involve working collaboratively with industry; for example, in 
protecting the digital public sphere that enables political participation, and ultimately the popular legitimacy of the institutions of 
government. One element of this strategy will be to apply the same country‑agnostic standards of accountability to all technology 
and internet platforms and companies, whether that technology emerges from states that are open and democratic or closed 
and authoritarian.

The US and Australia must prioritise this growing challenge and sync up more on strategies, resourcing and policy. The US and 
Australian governments should use AUSMIN in 2022 and 2023 as a vehicle to take a greater global leadership position in countering 
cyber‑enabled foreign interference and disinformation.

Three recommendations, and additional context explaining why these measures are needed and how they would work, are below.

Recommendation 1: The Australian and US governments should work together to build a framework to tackle and deter malicious 
actors engaging in cyber‑enabled foreign interference. The framework could serve as a blueprint for other partners and allies 
struggling with this complex policy challenge. This should include more and closer coordination on some new and ongoing 
deterrence measures (including the imposition of costs). The deterrence framework should include, the following, for example:

• Implement sanctions on individuals and organisations involved in cyber‑enabled foreign interference activity.

• Make multi‑country attributions for malicious cyber‑enabled foreign interference and disinformation activity, as is regularly 
done by governments for malicious cyber activity.

• The US and Australia should ensure that they summon the ambassadors of the foreign governments responsible for such 
interference and disinformation campaigns.

• Governments need to consider strong encouragement, and if necessary regulation, to force platforms to publicly disclose 
cyber‑enabled foreign interference activity. While there are differences in their content and impact, data‑breach notification 
requirements could provide a template for how policymakers can build a system requiring social media firms to disclose 
state‑backed inauthentic activity on their platforms.14 While some social media platforms, including Twitter15 and Facebook,16 
disclose some of the activity they see, others don’t, or do so rarely. However, few platforms disclose all activity, and many don’t 
publicly disclose foreign interference in a timely fashion.

Recommendation 2: The US and Australian governments need to build specific capabilities, knowledge and policy responses to 
deter and respond to the key actor in the Indo‑Pacific engaging in the widespread promotion of disinformation and cyber‑enabled 
foreign interference—the Chinese party‑state. Congressional and parliamentary bodies should commission dedicated inquiries 
into Chinese cyber‑enabled foreign interference, and the findings should be factored into policy responses. The reports by the 
US Senate Select Committee on Intelligence on Russia’s Internet Research Agency17 and the GRU, Russia’s military intelligence 
agency,18 could act as models.

The Chinese Communist Party (CCP) has invested US$6.6 billion into its global media presence since 2009.19 It has run covert 
information operations on Silicon Valley social media platforms since at least 2017.20 The party invests in global data collection on 
a massive scale,21 and its external propaganda is increasingly precisely targeted to granular international audience segments.22
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How do we know that these financial and operational investments constitute something more significant than a soft‑power 
initiative? We know because President Xi Jinping, the Politburo and the party are quite clear about what the CCP is doing. 
Following a Politburo study session in May 2021, Xi encouraged the party ‘to guide the international community to jointly shape 
a more just and equitable international order and forge a new type of international relations’.23 The CCP is strategically and 
deliberately building an international‑facing propaganda system that’s designed to reshape the international order. It’s a system 
that’s designed to operationalise what party‑affiliated intellectuals such as Zhang Weiwei describe as ‘post‑Western discourse’.24 
On China’s domestic internet, the CCP can censor content of which it doesn’t approve and use cost‑raising measures against 
individuals, companies and other states through combinations of propaganda and consumer boycotts.

ASPI has worked closely with the major social media platforms since the first major public attribution of CCP information 
operations in 2019. When ASPI analysed the 2019 data, we found that the party‑state’s assets had in fact been actively running 
disinformation campaigns targeting dissidents and protest movements inside and outside of China since 2017. Those tactics have 
evolved from distributing broad propaganda focused on issues of interest to the CCP political elite into much more granular and 
focused targeting that aligns with the strategic interests of the CCP and projects extraterritorial political power. ASPI has, for 
example, identified the targeting by party‑state covert assets in the information domain of Australian, US and Canadian mining 
companies that threaten China’s dominant positioning in the global rare‑earths supply chain.25 The CCP has also actively and 
precisely targeted female journalists of Asian descent in particularly personal ways.26

From this privileged position, we have a good view of the trajectory of the CCP’s covert online information operations and we know 
that those operations and activities are increasing in both sophistication and scope. We also know that policymakers and social 
media platforms are struggling to keep up.

Recommendation 3: The US and Australia should throw their weight behind the creation of an Indo‑Pacific hybrid threats centre. 
They could use both 2022 and 2023 AUSMIN discussions to plan out their engagement with, and support of, such a centre. The 
centre would have a deterrent effect, creating transparency and offering a spectrum of attribution when governments in the region 
may be unwilling to do so. The centre could be a vehicle for reporting and analysis and regional capacity building, with a focus of 
democratic resilience to foreign interference, disinformation and subversion.

The Indo‑Pacific contains an arc of emergent democracies vulnerable to coercive statecraft and foreign interference. Some 
of those states have limited civil society organisations or independent media. China isn’t the only actor in the region to 
deploy information operations on Silicon Valley platforms. Meta has banned members of the Tatmadaw in Myanmar—and 
Tatmadaw‑controlled business entities—for covert, inauthentic activity manipulating domestic audiences.27 Twitter has released 
data suggesting that India has run information operations on the platform related to its contested province of Kashmir.28 
Data from Twitter also suggests that Indonesia has run influence campaigns related to West Papua29 and Islamic extremism.30 
Non‑state actors such as Islamic State and other extremist groups (including those of the far‑right) actively recruit and radicalise 
across networks unbounded by geography. Furthermore, the Indo‑Pacific is home to a shadow influence‑for‑hire economy that 
encompasses a spectrum of activity from legitimate public relations and digital marketing businesses through to underground 
content farms.

Australia, the US and other regional partners can learn from Europe’s experiences in building collective security and deterrence 
structures, many years in the making, that are helping Europe counter the challenges posed by hybrid threats, particularly 
those emerging from cyberspace. Europe’s collective security structures have engaged with the destabilising risk of Russian 
disinformation for some time. A joint initiative of the European Commission in 2016 acknowledged that hybrid threats such as 
disinformation were changing the security landscape.31 The European Centre of Excellence for Countering Hybrid Threats (Hybrid 
CoE), housed in Helsinki, was officially founded in 2017 with the participation of nine countries (Finland, Sweden, the UK, Latvia, 
Lithuania, Poland, France, Germany and the US). Within five years, however, its membership grew to 32 countries. The Hybrid 
CoE leads capacity‑building exercises to build the resilience of its members in the face of hybrid threats. Russia and China have 
created significant strategic challenges; however, the EU’s collective investment in building resilience to hybrid threats has helped 
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develop stronger strategic reflexes. And the information war being won by Ukraine, NATO, the EU and the US in the face of Russian 
aggression demonstrates the vital importance of capacity building in this area of national security practice.

The Hybrid CoE brings together expertise from across the EU. The EU’s External Action Service is focused on Russian and, 
increasingly, Chinese information manipulation. The service creates transparency on disinformation narratives targeting its 
member states through the EUvsDisinfo website.32 NATO runs the Centre of Excellence in Strategic Communication in Riga, again 
bringing together expertise from across the alliance. The centre develops capacity among partners in strategic communications to 
achieve the alliance’s political and military objectives. These collective structures build deterrence to the subversive and corrosive 
impact of foreign interference and information manipulation. Yet such structures don’t exist in the region most vulnerable to the 
effects of foreign interference: the Indo‑Pacific.

An Indo‑Pacific hybrid threats centre would acknowledge the worsening security environment in the region while drawing 
in international partners (including, importantly, industry) to work together to enhance the region’s resilience. Industry, and 
particularly the social media platforms that increasingly shape the region’s information environment, need a collaborative and 
proactive approach from governments in order to really tackle cyber‑enabled foreign interference. The companies can harden 
their defences, but state and non‑state actors will continue to take an adversarial approach.

For democratic governments, this is a whole‑of‑society challenge. Where the platforms face state‑sponsored information warfare, 
they’ll need more focused support and collaboration from like‑minded governments. Democratic governments must articulate 
norms of acceptable behaviour, and, where necessary, impose costs sufficient to create deterrence, and signal their willingness to 
police acceptable state behaviour.

The US and Australian governments should invest more in fostering democratic resilience in a region that has high levels of digital 
penetration. Many countries in the Indo‑Pacific are coming from a low base in terms of their capacity to engage with hybrid 
threats in the security landscape. Industry, too, is an active stakeholder: it provides the critical infrastructure that hybrid threat 
actors exploit as an attack vector. And society at large (the public) is often the target. This whole‑of‑society problem requires 
collaboration across sectors in order to build resilience. There’s much that the US and Australia can do to build capacity and 
resilience among partners in the region. A construct such as a regional hybrid threats centre could provide an effective vehicle 
to bring together this cross‑section of stakeholders—from governments, industry and civil society—to engage with the diversity 
of the region and the diversity of threats. In addition to the collaboration of states that become members, the centre could also 
engage bilaterally with the region’s existing diplomatic structures (the Quad, ASEAN, the Indian Ocean Rim Association, the 
Pacific Islands Forum) to build strategic partnerships and a shared understanding of hybrid threats and the vulnerabilities that 
they target.

The analysis of disinformation relies on a complex set of cross‑functional skills: data science, open‑source investigations, linguistic 
expertise and strategic analysis. There are centres of excellence at ASPI and Doublethink Lab in Taiwan, but there’s only limited 
regional expertise beyond that. The centre could have a core staff while accepting secondees from elsewhere in the region. 
This would help build strategic partnerships that would enable lessons learned and complex skill sets to be shared across the 
Indo‑Pacific. As industry takes a step back from attribution due to concerns over political risk, it becomes increasingly important 
that the skills to detect, analyse and ultimately deter disinformation are distributed across a region that is so vulnerable to 
its effects.
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Collaboration in the Pacific
Lucy Albiston and Blake Johnson

This year marks a new chapter in Western engagement in the Pacific. A swathe of commitments has been announced by Australia 
and the US, and AUSMIN 2022 will provide an additional platform for the two partners to signal their long‑term commitment to 
working with the region to create a more resilient future for all.

Australia’s Pacific Step‑up, first announced in 2016, has incrementally delivered more frequent and higher quality engagement 
and assistance to the region. The most recent efforts have even started to address previous missteps, such as by reinvesting in the 
Australian Broadcasting Corporation’s content transmission after cutting short‑wave radio to the Pacific in 2017.1 The US’s recent 
commitments have also shown that it wants a larger Pacific footprint from which it can expand its influence and deter China.2

The key for these strategies is to be aware of but not try to emulate China’s game of seeking favour with political elites, as Beijing’s 
different standards mean that it’s playing by different rules. Australia and the US should spend more time changing the type of 
game being played by engaging with and supporting strong Pacific communities to become more self‑reliant, which plays to 
Australia’s strengths. The benefits of transparency for communities and the region should also be an AUSMIN goal. Elite capture 
would still occur but would have less impact in resilient democracies.

Strong relationships between Australian and Pacific leaders are certainly important. If a security threat—such as a base or 
permanent military presence in the Pacific—were to emerge, it would probably occur after being pushed through a relatively weak 
and developing democracy by its head of state, regardless of the population’s wants or needs.

But trying to earn the favour of Pacific leaders over China by racing to finance pet infrastructure projects won’t get Western 
partners any further ahead. It just creates an endless and costly loop of competition and outbidding to earn favour. This part of 
the influence game is now being expertly played by many Pacific leaders, who can work both sides to maximise their benefits. 
There are exceptions, in which the Pacific’s development and Australia’s security are entwined. The Palau submarine cable—the 
first initiative under the Trilateral Infrastructure Partnership between Australia, the US and Japan—is one key example. AUSMIN 
principals should agree that they’ll work with their Japanese counterparts (and others, including the French) to identify strategic 
initiatives that benefit Pacific communities and the Indo‑Pacific as a whole, and not just the elites, building long‑term trust 
and resilience.

China can’t be pushed out of the region entirely. There’s simply too much to do, and it isn’t feasible to expect Pacific leaders to turn 
down those offers that legitimately benefit their countries. So, it’s inevitable that state‑owned enterprises, friendship associations 
and Confucius institutes will find a foothold that can then be used for cultivating populations and capturing elites.3 Aside from 
sharing information about the realities and consequences of those influence activities, including the incongruence between what 
China is offering and what most of the Pacific wants in terms of democracy, there’s little else the West can do directly to turn the 
CCP away.

Instead, Australia and the US need to focus on building resilience in the Pacific, delivering projects, training and aid that 
lead to greater independence for our near neighbours. The aim should be to increase sovereignty, ensuring that there are 
viable, alternative choices to be made in the national interest without unwanted strings attached. Building resilience through 
independence and sovereignty reduces vulnerability to external pressures by reducing reliance on any partner, malign or benign.

At AUSMIN 2022, there are three core resilience‑building areas in which Australia and the US should be seeking to cooperate.

Disaster relief needs a local solution

Pacific island countries (PICs) want and need to be able to respond quicker to provide humanitarian aid in some of the world’s most 
disaster‑prone countries. Large humanitarian assistance and disaster relief (HADR) hubs are one good idea, but transporting aid 
across islands still requires aircraft. Unless Australia or the US can keep some ready for take‑off in a central location, such as Suva, 
for the length of every cyclone season, detouring to pick up supplies in the region takes longer than loading planes in Brisbane, 
Sydney or Papua New Guinea.4
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On a smaller scale, basic HADR warehouses should be constructed or upgraded at existing security facilities and ports on many 
islands. That way, they could be used to respond first to local disasters with immediate food, water, shelter and first aid. For 
example, a sufficient strategic reserve of first‑response HADR supplies housed in Luganville, Port Vila and Lenakel could quickly be 
directed to surrounding villages and islands in a time of need by the Vanuatu Mobile Force without having to wait for Australia or 
other partners to be able to land a plane on a busy or broken runway.

Being able to do so would not only improve human security in the PICs, but would also give their security forces another resilient 
capability to take pride in. Pacific security forces would require additional vessels and vehicles to transport this equipment, but 
it would be well worth the investment. Given the amount of funding required to do this right, AUSMIN should consider engaging 
on HADR capacity‑building in the region. Such investments create further opportunities for joint training exercises and greater 
coordination of future disaster‑relief operations.

Pacific maritime security needs to step up

Maritime domain awareness is another key concern for the PICs, the economic development and food security of which are being 
hampered by illegal fishing. The US Coast Guard’s sustained presence through training, exercises and deterrence has had a positive 
impact in the maritime domain, as has Australia’s naval engagement.5 Australia’s Guardian‑class patrol boats (and the Pacific‑class 
patrol boats before them) significantly enhanced PIC security forces’ ability to patrol their maritime domains.

But those boats are still far from enough. Kiribati’s 3.5 million square kilometre exclusive economic zone (EEZ) is currently 
patrolled by one Guardian‑class patrol boat, gifted by Australia in 2021 but with serious defects.6 That’s the equivalent of Australia 
and the US having only three or four vessels each to protect their EEZs. Australia and the US should, in close consultation with PICs, 
seek to support the establishment of a regional counter‑illegal‑fishing taskforce, administered by the Forum Fisheries Agency and 
expanding upon the agency’s current operations. The taskforce would provide a stronger centralised point for enhanced maritime 
surveillance, would be equipped with dedicated vessels granted to the forum, and create a platform for greater interoperability 
and integration between forum states. It would also seek to maximise the use of vessels across the region, without taking away 
from those already gifted to Pacific maritime forces.

This greater maritime security assistance, much like operations conducted by the counter‑piracy taskforce off the coast of Africa, 
will build stronger maritime partnerships and interoperability among stakeholders.7 It will also draw from the deep experience of 
several very accomplished maritime security personnel across the Pacific and will support the sharing of their knowledge among 
all taskforce partners.

The Pacific needs a dedicated cyber centre of excellence for policy advice

The PICs are also increasingly turning their attention to cybersecurity, which is another non‑traditional threat outlined in the 2018 
Boe Declaration.8 PICs are vulnerable to ransomware and phishing scams, attacks on critical infrastructure, cybercrime attacks 
on individuals, and misinformation and disinformation campaigns.9 All of those threats can affect, and have affected, government 
operations to varying extents, and the PICs are currently ill‑equipped to address them.

Australia’s and the US’s contributions and participation in the Pacific Cyber Security Operations Network (PaCSON) provide some 
level of threat assessment and education for PICs, but there’s limited capacity to respond to events or develop policy to address 
those threats in the region. Australia and the US also have a responsibility to ensure that, when building cyber capabilities in the 
Pacific, the region upholds its democratic principles, and that those capabilities aren’t used by local governments and security 
forces to suppress free speech online.

To enable greater resilience to cyber threats in the Pacific, Australia and the US should seek, with support from other Partners 
in the Blue Pacific (PBP), to lead the development of a regional cyber centre of excellence that can provide applied policy and 
technical support. The centre should be used to further the region’s understanding of the benefits and risks associated with rapidly 
increasing internet use across the Pacific. The centre should also be the main connection between other regional institutions, such 
as the Pacific Fusion Centre, and global cyber and hybrid threat centres of excellence.
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Committing to transparency

Australia and the US should also use the AUSMIN communique to pledge their commitment to more transparent engagement, 
messaging and aid in the Pacific. Since 2018, Australia has dropped from being ranked 23rd in aid transparency to being the 41st of 
the 50 countries and organisations examined by the Aid Transparency Index.10 The US State Department (32nd) and USAID (25th) 
have also dropped down the list but still sit comfortably ahead of Australia.

While both countries need to commit to improving their aid‑delivery practices globally, greater transparency about the support 
being provided in the Pacific will also help to counter CCP narratives claiming that Western engagement and assistance are 
not genuine and are colonialist.11 Engaging local Pacific media needs to become a higher priority for both countries in order to 
explain the benefits of Western assistance to Pacific populations. It will also help to reduce the risks of messaging missteps and 
disinformation narratives, like Australia’s offer to fund Solomon Islands’ election, which allowed Prime Minister Sogavare to use 
Australia’s standard offer of support for his own purposes of political distraction.12

There are also several high‑impact, low‑probability events on the horizon that could change the security and political environment 
across the region. They include potential political coups, the establishment of new militaries, a breakdown in regional forums and 
the negotiation or actioning of independence referendums. These are perennial risks in the region, and neither Australia nor the US 
can afford to be caught flat‑footed in responding publicly to one or more of them. Our ability to engage diplomatically and through 
the media to send a transparent message needs to be impeccable.

Finally, essential to enacting greater transparency in the region is having highly skilled diplomats and security personnel on the 
ground who understand the Pacific way. With the US’s expansion of its embassy network to Kiribati, Tonga and Solomon Islands, 
and Australia’s commitment to developing a network of border force officers across the Pacific, both countries need to ensure that 
they’re sending their highest calibre representatives to coordinate efforts and messaging. These people will need to understand 
that they’re working towards a shared partnership and that they’re not there just to counter China’s advances in the region.

Centring assistance on building resilience

Centring Australia’s and the US’s support to the Pacific on building resilience won’t be the easiest path forward, but it’s the right 
one. It requires long‑term commitment, a willingness to stay the course, and an acceptance that we as partners might lose some of 
our own influence as Pacific countries become less reliant on foreign partners overall.

However, if PICs continue to be vulnerable through poor governance, lack of infrastructure and poor economic and climate 
resilience, Australia’s and the US’s partnerships with those countries could be destroyed. Those vulnerabilities create 
opportunities for exploitation by a partner such as China—one looking to create a region that’s beholden to it through debt, 
economic coercion, or technology, infrastructure and security dependence.

The Albanese government is giving every impression that it’s switching on to this already. Foreign Minister Penny Wong has stated 
that Australia’s ‘assistance will help our regional partners become more economically resilient, develop critical infrastructure and 
provide their own security so they have less need to call on others’.13

Australia should use AUSMIN to ensure that the US shares the same objectives and carries the same messages, and Australia needs 
to be able to leverage the resources and soft power of all the PBP allies to achieve that goal. Transparency, integration and, above 
all else, resilience (not reliance) should be the core focus for all the PBP nations in future.

ASPI makes the following policy recommendations, which should be discussed at AUSMIN 2022, with a focus on Australia’s and the 
US’s commitment to building resilience in the PICs:

• Australia and the US should co‑fund the decentralisation of first‑response HADR supply and delivery across the Pacific by 
constructing and upgrading warehouses in critical ports and security facilities.

• Australia and the US should support the establishment of a regional counter‑illegal‑fishing taskforce, through the existing 
regional Forum Fisheries Agency, that will enhance maritime domain awareness, maximise the region’s resources, and increase 
interoperability and integration between parties.
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• Australia and the US should expand upon existing cyber projects in the region and support the establishment of a Pacific cyber 
centre of excellence that can provide applied policy and technical support to governments and regional institutions, such as 
the Pacific Fusion Centre.

• Australia and the US should agree to enhance coordination with other partners to provide infrastructure to the Pacific, 
including with Japan through the Trilateral Infrastructure Partnership, and other PBP members and interested states.

• Regional resilience should be the top priority. Australia’s and the US’s new and ongoing initiatives should be conducted with 
greater transparency and thorough consultation with PICs to demonstrate their genuine commitment to this priority.
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Coercive diplomacy
Fergus Hunter, Daria Impiombato and Yvonne Lau

In December last year, Canadian Prime Minister Justin Trudeau made an insightful public intervention on the PRC’s escalating use 
of coercive diplomacy against the democratic world.

Canada—which was subject to trade restrictions and the arbitrary detention of two citizens as punishment for its cooperation with 
the US Government on the prosecution of Huawei’s Chief Financial Officer, Meng Wanzhou—has become one of a growing number 
of countries targeted with similar tactics over political disputes with the Chinese Government.

‘One of the challenges that we’ve had as a western world is that we compete with each other. We’re trying to see how could we get 
better access for Canadian beef than Australian beef to this country or that market,’ Trudeau said in a TV interview.1

‘We’ve been competing and China has been from time to time very cleverly playing us off against each other in an open‑market 
competitive way. We need to do a better job of working together and standing strong so that China can’t … play the angles and 
divide us one against the other.’

In those remarks, Trudeau identified the critical point: the PRC’s coercion benefits from isolating targets from partners and 
exploiting ‘competition amongst friends’ in the liberal system. Importantly, he called for countries to collectively address this issue 
and ‘show a united front’ to blunt the tactics.

The 2021 declaration against arbitrary detention in state‑to‑state relations, led by Canada and signed by 58 other countries, was a 
powerful example of cooperation, the Prime Minister said.

Trudeau wasn’t the first person to call for like‑minded cooperation to counter these methods, as the responses tried thus far have 
clearly failed to deter the PRC. As Australia, Lithuania and South Korea have joined countries like Japan and the Philippines in 
being targeted by these coercive tools, governments and researchers have been contemplating alternative initiatives to confront 
the challenge.

Perplexed by the threat

The coercive behaviour of the PRC, an increasingly assertive and sensitive power, has come to pose a particular challenge for 
Australia and other close US allies. As it escalates its efforts to undermine and revise the US‑led international order, the CCP is 
harnessing the many tools of authoritarian state power. It does this in a way that’s not accountable and, in many cases, not based 
on any clear legal authority. Its tactics involve hybrid or grey‑zone threats that exploit plausible deniability and a multidomain 
approach, reflecting a holistic CCP concept of security that effectively incorporates the economic domain.

In the past three years, we’ve seen an intensification of those tactics. As the Australia–China relationship deteriorated, the PRC 
mounted a sweeping coercive campaign that included threats against and restrictions on 13 Australian products, in coordination 
with other punitive steps. In 2021, the PRC escalated a coercive campaign against Lithuania that involved unprecedented tactics, 
effectively banning all Lithuanian imports and threatening major European multinationals that have Lithuanian operations. This 
was a campaign to punish Lithuania primarily for boosting relations with Taiwan.

For liberal states, responses are difficult. These hybrid tactics are unconventional and poorly understood, evading existing 
international rules and thresholds. They contrast with legal sanctions regimes and trade policies that the international community 
broadly accepts as legitimate. Democratic governments are limited by law and domestic politics in how much they can intervene 
in markets; many countries are reluctant to pursue responses that could themselves weaken the multilateral system they depend 
on for resilience and protection. Those positions are a fundamental commitment to economic liberalism in those countries. In 
addition, governments are contending with siloed approaches that don’t adequately integrate economic, trade, diplomatic and 
security perspectives.



29‘With a little help from my friends’: capitalising on opportunity at AUSMIN 2022

Australia and other targets of coercion have looked to the World Trade Organization (WTO) as one way to hold China accountable 
in a conventional manner, but, unfortunately, that’s no longer fit for purpose, so we need both reform and alternative solutions. 
The PRC has arguably abused and exploited the current system. Trade rules don’t adequately account for the ambiguous nature 
of much coercive conduct, which becomes extremely challenging to prove in that forum. The WTO dispute‑settlement process is 
drawn out, and the appellate body has been rendered inquorate because of US vetoes on new appointments, largely driven by 
American doubts about the current system.

In addition to Trudeau, other political leaders have been among those proposing new approaches. Former British prime minister 
and foreign secretary Liz Truss wanted the G7 to act as an ‘Economic NATO’. Numerous experts from the international think tank 
community have advanced variations of new collective security groupings. Those proposals have continued to attract interest in 
political and security circles across like‑minded countries.

However, responses thus far have produced mixed results: institutions and policies have helped some countries show resilience 
and impose costs on the PRC but are far from providing a resolute, long‑term answer. Some sectors and communities continue to 
suffer; countries and companies have in some cases acquiesced to the PRC’s demands; China’s use of these tactics is becoming 
more frequent and more intense; the PRC is itself successfully deterring others from diverging from Beijing’s interests. In short: 
these methods are demonstrably contributing to the erosion of the rules‑based international order. At the same time, the 
PRC is seeking to entrench other states’ dependence on Chinese products while building its own self‑reliance, especially in 
critical sectors.

The inadequacy and dysfunction of the existing international toolkit has pushed even trade experts to turn towards the security 
principle of collective defence, as enshrined in NATO’s Article 5, which regards an attack on one member as an attack on all.

‘A collective defence mechanism that responds more promptly than the WTO is needed to deter Chinese economic coercion,’ 
Jeffrey Wilson, then at the Perth USAsia Centre, argued in 2021. ‘Some type of “economic article five” mechanism involving the 
United States and its allies—similar but not identical to the collective defence provisions of NATO—will be the most effective means 
to do so.’2

But how would such a group work? Who would the members be and how would it be set up? Can like‑minded partners overcome 
their competing interests to demonstrate solidarity? And what of the risks?

An emerging discussion

The argument for a collective defence approach goes something like this: a group of like‑minded partners could allow for a more 
agile and forward‑learning response to coercion, filling the gap in existing structures. A collective show of force could be a genuine 
deterrent protecting healthy global economic activity, including trade relationships with China.

Opponents, including many trade and economic experts inside and outside governments, fear damaging interventions in the 
existing system that has served countries very well by facilitating economic growth and protecting the weak from the strong. Many 
retaliatory steps taken would stand to violate WTO rules and risk an unpredictable tit‑for‑tat escalatory spiral that could leave the 
global trading system in smouldering ruins. Even opponents, though, are increasingly acknowledging that business as usual and 
blind faith in the free market have become untenable.

A different, although highly relevant, response mechanism is the EU’s Anti‑Coercion Instrument (ACI). Initially developed as part 
of a response to the coercive behaviour of the Trump administration against EU members, the ACI has more recently shifted its 
focus to the PRC, while officially remaining country‑agnostic. The ACI would give the European Commission the power to enter 
negotiations with a perpetrator and, if necessary, take retaliatory steps to protect any of its member states, including tariffs and 
restrictions on imports and exports. It’s intended as a deterrent and a last resort.

The ACI is interpreted by many as a geopolitical interventionist tool for Brussels, and isn’t loved by all EU members, but it’s likely 
to be enshrined in some form. This is a striking policy shift for the EU, which is a champion of multilateralism and existing liberal 
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institutions. The ACI’s backers argue that it doesn’t undermine the WTO and will strictly adhere to international law, but this is a 
dicey proposition. The instrument could face real legal challenges from adversaries. The strongest argument for it is that to stick 
with the current settings is to accept the continual erosion of the rules‑based order, so action is required. Australia should seek 
AUSMIN agreement to work with the EU on the ACI—exploring possible cooperation after it’s in place—and on the EU’s Strategic 
Concept, which is the first time the EU has come together for a security strategy.

How would collective defence work?

As with the EU’s ACI, the collective defence proposition is fundamentally about deterrence—it’s part of a broader discussion about 
credible and effective deterrence measures to counter hybrid threats.

Alone, countries like Australia can’t deter a trade superpower such as the PRC. Real deterrence would require a coalition‑based 
response that includes the US, which is the only country with greater military, economic and diplomatic heft than the PRC.

A grouping would benefit from the following features:

• It should be built around a core grouping of like‑minded partners, but not exclusive. It would be open to new members that 
commit to certain norms and rules. The case needs to be made to a range of states, especially in Southeast Asia and the Pacific, 
that this is a reinforcement of regional prosperity and resilience and can benefit them.

• The toolkit of responses would incorporate principles of deterrence by punishment and by denial. The ability to both impose 
costs on the aggressor and mitigate the effects of its conduct would be valuable.

• It would have to be formally country‑agnostic and not explicitly directed at the PRC. However, it can be context‑aware and 
practically set up to counter the particular challenges posed by PRC coercion.

• It would require a holistic understanding of coercion. The PRC’s coercive behaviour takes place across multiple domains; 
responses should be similarly dynamic.

In practice, the group would need to overcome challenging dynamics, including the following:

• There’s difficulty in identifying and attributing grey‑zone coercive behaviour, based on a shared definition that can’t be abused 
and manipulated. States would need to build a collective understanding of the problem and commit to an effective approach.

• Some countries would be likely to favour steps to mitigate damage and assist partners; others would favour retaliatory steps to 
punish the perpetrator. Partners would need to work through this dilemma.

• Even close political and security allies bring different and competing economic interests. As Trudeau identified, partners have 
benefited from the PRC’s coercive behaviour. Members of a group would need to establish politically and economically realistic 
steps that they would be able to take.

• There would be a need to create new powers for governments to intervene in the market and carry out some retaliatory 
actions. Those new capabilities would be needed for steps such as restricting exports and imposing sanctions.

• States will fear wearing costs and the prospect of escalation as a result of their collective responses. These difficult dynamics 
can be observed in a range of conflicts, including Russia’s invasion of Ukraine and the Western response.

A collective defence grouping is a confrontational initiative and would need to be accompanied by a compelling agenda that 
provides a positive global alternative to reliance on China. However, it would absolutely fall within the Albanese government’s 
promise to ‘cooperate where we can, disagree where we must, and engage in our national interest’ when dealing with the PRC.

Many states in the G77 coalition of developing countries aren’t interested in Western political and security arguments about 
competition with the PRC: those states have significant economic development needs and China has come to the table. Deepening 
economic relationships between China and the developing world provide the basis for political leverage, whether that influences 



31‘With a little help from my friends’: capitalising on opportunity at AUSMIN 2022

policy in a latent way or is used to explicitly threaten decision‑makers. Consequently, like‑minded democracies need to be 
improving the carrot offering for the global South, not just the sticks for the PRC. Efforts should build on existing strengths and 
commitments and enhance new initiatives such as the Indo‑Pacific Economic Framework.

At AUSMIN, Australia should seek US agreement to a strategy that brings together Indo‑Pacific and European partners to 
counter economic and diplomatic coercion. Bringing together the economic heft of the EU with key Asian partners will help build 
confidence among Southeast Asian and Pacific states that are basing policy on the PRC entrenching itself and imposing force in the 
region, and on doubts that the US and its partners will have the stamina to stay and provide compelling alternatives. Australia’s 
resilience to Beijing’s coercion shouldn’t be limited to a national security issue but be viewed as a regional security matter that can 
be leveraged to build regional confidence. This is best achieved through a collective show of global leadership, working positively 
all the time and using collective force where necessary.

Consistent with this appreciation of the diverse interests represented across the global community, a collective defence initiative 
would need to be accompanied by a well‑developed strategic communications effort to shape the narrative. The narrative would 
need to emphasise the aberrant and dangerous nature of the PRC’s conduct and the right of sovereign nations to push back. It 
would need to counter the argument—which gets traction in much of the developing world—that this is a gang of rich Western 
countries beating up an Asian up‑and‑comer.

Discussion about collective defence has emerged for good reasons: the PRC’s coercive behaviour is having a damaging effect, and 
responses so far haven’t solved the problem. It’s a deeply challenging proposition for many experts, who have legitimate concerns 
about the risks involved. However, like‑minded partners do need to be more ambitious and dynamic in seeking to counter 
coercion—the old ways won’t do the job. Partners should be exploring how coalition‑based responses can be part of the solution.

Recommendations

1. Australia and the US should engage with other trusted partners to convene a coalition of countries focused on economic 
coercion, creating a regular forum for sharing information, discussing short‑term response options, and mapping out the 
possibility of more drastic interventions in the longer term.

2. Australia and the US should support the creation of an Indo‑Pacific hybrid threat centre that builds situational awareness on 
hybrid threats, including the statecraft used in coercive diplomacy. The centre would be a hub for research, information sharing 
and capacity building. This can include a focus on understanding vulnerabilities in supply chains.

3. Australia should encourage the US, using the Indo‑Pacific Economic Framework, to tangibly improve trade and investment 
opportunities for regional partners. While the US is currently limited in its offerings on market access, there’s scope for 
streamlining technical burdens for exporters, including in American customs and licensing requirements, and providing 
capacity‑building initiatives for industry. Particular focus should be put on Southeast Asia and trade in digital services.

Notes
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Foreign policy
Dr Alex Bristow

It is probably inevitable that the defence dimensions of AUSMIN receive the most attention, especially given the ongoing war in 
Ukraine, the announcements on a pathway to nuclear‑powered submarines and the Defence Strategic Review due in March.

The emphasis on defence reflects the strategic context and the need to demonstrably affirm and strengthen the military alliance. 
However, the integration of foreign and defence policies and messaging is essential for the Australia–US alliance to perform 
effectively in this region, including in its most important contemporary task of managing China.

The foreign policy priorities of countries in the Indo‑Pacific—from development to respect for sovereignty and the centrality of 
regional institutions—need to have due prominence not only in the AUSMIN joint statement, but also at the media conference and 
side events. To succeed bilaterally and regionally, AUSMIN will need to project the robust nature of the Australia–US alliance as well 
as the benefits it brings to the Indo‑Pacific.

In this chapter, I identify the key foreign policy dynamics at this AUSMIN and make three recommendations for the Australian side.

Setting the tone

AUSMINs are generally led by the respective foreign ministries. Notwithstanding the war in Ukraine and the AUKUS arrangement, 
this should still be the case.

Australian Foreign Minister Penny Wong and US Secretary of State Antony Blinken will want to ensure that the Australia–US 
partnership signals both strength and resolve, as well as a holistic and positive vision for the Indo‑Pacific that reflects regional 
priorities, including sovereignty and economic development. They’ll aim to present a realistic view of the challenges facing the 
region, while emphasising stability and allaying concerns about a US–China conflict.

This all rests on clear signalling that the US is irreversibly committed to the Indo‑Pacific, despite economic challenges at home, 
long‑term support for Ukraine and concerns over Iran. US credentials need some repair after President Trump’s piecemeal 
attendance at regional forums and the underwhelming delivery of President Obama’s ‘pivot’ to Asia.

Any positive vision for this region must also weather an inevitable tide of propaganda and disinformation from Beijing, which will 
claim the US views the region solely through the lens of great‑power confrontation and will dismiss Canberra as a US stooge. We 
need to work together to address Beijing’s false narratives, as we’ve had to do when explaining AUKUS to the region. Silence on our 
part only allows Chinese narratives to take deeper root.

The recent bilateral meetings in Bali with Chinese President Xi Jinping don’t alter the need to publicly address Chinese malign 
activity, including activity relating to the South China Sea, Taiwan and Xinjiang.

Leveraging Australia’s perspective

The Australian delegation comes to AUSMIN with certain geopolitical advantages. Australia is situated in and oriented fully towards 
the Indo‑Pacific region in a way that the US, with its global reach and Euro‑Atlantic alliances, is not. Australia’s undistracted focus 
on the Indo‑Pacific lends knowledge, nuance and credibility to the viewpoints that Australian ministers present across the AUSMIN 
discussion table.

Played carefully, Canberra’s insider’s view of the Indo‑Pacific could have synergistic effects on the soft‑power advantages 
Washington still enjoys in the region, as shown by the US and Australia respectively ranking first and fifth for cultural influence in 
the Lowy Institute’s Asia Power Index 2021.1

The change of government in Canberra also brings opportunity. Wong and Defence Minister Richard Marles approach their first 
AUSMIN able to show broad continuity with the robust China settings of the former government, but with room to try new things, 
such as on climate cooperation.
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The case for strategic equilibrium

Wong has proposed ‘strategic equilibrium’ as the basis for Indo‑Pacific order,2 blending realist elements such as alliances along 
with faith in the value of institutions and rules‑based order, as these excerpts from her speeches reveal:

[We seek] an order framed by a strategic equilibrium where countries are not forced to choose but can make their own 
sovereign choices, including about their alignments and partnerships.3

[We seek a region] where disputes are guided by international law and norms, not by power and size … Achieving this requires 
a strategic equilibrium in the region.4

If strategic equilibrium sounds vague, that’s probably somewhat deliberate—only a flexible concept with wide appeal can catalyse 
the diversity of countries we must engage across Southeast Asia and the Pacific. Those countries are sceptical of joining either 
formal alliances or values‑based coalitions. They’ll be most receptive to a positive vision, backed by practical initiatives about 
which they have the sovereign choice whether and how to engage.

In addition, strategic equilibrium provides some helpful rhetorical distance from ‘free and open Indo‑Pacific’ (FOIP)—the strategy 
masterminded by late Japanese Prime Minister Shinzo Abe and adopted by the US and others.5 This distance is important, 
as some countries in the region, encouraged by Chinese propaganda, misinterpret FOIP as a shibboleth for containment or 
democracy promotion.

While Australia has effectively had an Indo‑Pacific strategy since the Foreign Policy White Paper in 2017,6 we’ve tended to avoid the 
FOIP moniker by fiddling with adjectives. For instance, the last AUSMIN joint statement advocated an ‘open, inclusive, and resilient 
Indo‑Pacific’.7 By adopting strategic equilibrium, Australia has a more elegant alternative lexicon.

Therefore, Wong should reference strategic equilibrium at AUSMIN. The aim isn’t to persuade the US to adopt or amplify the term. 
It could be included in the joint statement and raised at the media conference, which would juxtapose Australia’s positive vision for 
the region alongside the necessary and robust language calling out Chinese conduct. This communicates Australian agency and 
leadership to an Indo‑Pacific audience.

A prominent role for strategic equilibrium also reinforces the principle that foreign and defence policies are two sides of the same 
coin. The post–Cold War turn towards soft power and non‑traditional concepts of security loosened our grip on the fact that 
foreign policy and diplomacy are at heart about war and peace. While the term is Wong’s, strategic equilibrium rests comfortably 
alongside Marles’s call for ‘an effective balance of military power’ at the Shangri‑La Dialogue in June 2022.8 To be effective, 
Australian foreign and defence policies must also be in equilibrium. Achieving that balance will make Australia’s voice more 
credible and respected in the region.

An opportunity to engage on indigenous diplomacy

Wong could use AUSMIN to highlight Australia’s Indigenous Diplomacy Agenda and propose avenues for practical cooperation with 
the US in the region.

Wong emphasised First Nations perspectives in Australian foreign policy in her statement to the UN General Assembly in 
September.9 The Department of Foreign Affairs and Trade’s Indigenous Diplomacy Agenda pre‑dates the current Labor 
government, but Wong is elevating it by creating a new Office of First Nations Engagement, headed by an Ambassador for First 
Nations Peoples.10 To be effective, it will require adequate resourcing and a sense of mission that acknowledges both areas of 
common experience and the differences between indigenous peoples here and around the world.

There’s a place for the US in indigenous diplomacy. New Zealand, Canada and Taiwan are among the other countries also elevating 
indigenous priorities in their foreign policies, including through the Indigenous Peoples Economic and Trade Cooperation 
Arrangement launched in Ottawa.11 The US State Department has held some consultations with indigenous groups already, but 
seemingly only in a domestic context.12 Over time, this is another area on which the US, Australia and others could cooperate with 
Taiwan, reinforcing Taipei’s space in international forums without contradicting one‑China policies.
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While indigenous diplomacy has domestic dimensions, it also promises to become a channel for delivering Australian foreign 
policy objectives, especially in the Pacific.13 The US has diverse indigenous communities, which include the Pacific islanders on 
Hawaii and the other US territories in the Pacific. The US also has a special relationship through the Compact of Free Association 
with the Marshall Islands, Palau and the Federated States of Micronesia.

Wong could use AUSMIN to propose incorporating indigenous diplomacy into like‑minded aid donor coordination meetings for 
the Pacific. In addition, Australia and the US could potentially both participate in an indigenous diplomacy side event at a Pacific 
forum.14

Handling China and other thorny issues

Inevitably, China will be the organising principle behind the AUSMIN discussions because it’s the primary challenge facing both 
Australia and the US. Both countries’ approaches to China converge around what Albanese and Wong have called ‘cooperate where 
we can, disagree where we must, and act in the national interest’,15 which aligns broadly with the US’s three ‘Cs’ of competition, 
cooperation, confrontation.16

The thorniest issues in the AUSMIN joint statement relate to China, including calling out regional assertiveness in places like the 
South China Sea and the violation of human rights in Xinjiang, Tibet and elsewhere in China. Taiwan will require the most careful 
handling, and any change in language on Taiwan, even the number of words in the relevant paragraph, will be unpicked at length 
by commentators. Last year’s communique contained strong supportive language on maintaining the status quo relating to 
Taiwan, and cross‑strait tensions have only increased since. Robust language on all these topics is essential—any backsliding 
would be noted by China and the region.

However, as both governments will already be aware, a focus on China shouldn’t drown out the positive message to the 
Indo‑Pacific that’s the hallmark of a successful AUSMIN. Similar logic applies to other concerns, such as Myanmar and North 
Korea. There’ll be questions about China at the media conference of course, where it would be sensible to ensure coordinated 
but not identical responses on foreign and defence policy. Wong could affirm Australia’s agency over its China policy by referring 
to acting consistently in the national interest, while citing the homegrown concept of strategic equilibrium as the basis of 
regional engagement.

Behind closed doors, there’ll be much agreement on the scale and urgency of the China challenge. Commentators may speculate 
that the US side will seek reassurances that the recent revival of top‑level Australia–China meetings, and what seems to have been 
mistaken remarks by Albanese on Taiwan and the CPTPP17 don’t equate to potential softening of Australia’s China policy. A strong 
communique will help assuage any lingering concerns. But channels of communication between Canberra and Washington are so 
attuned these days that such reassurance would also have been communicated well ahead of AUSMIN, reserving the precious time 
in meetings to mull more sensitive topics, such as Chinese intentions and regional contingencies.

In private meetings with US counterparts, Wong and Marles should seek assurances that the US is committed to strategic 
competition with China over the long term. Countries across the Indo‑Pacific dislike great‑power competition on their doorstep, 
but many fear the US’s absence and inconsistency even more.

To compete, the US must be persuaded to work with Australia and other allies and partners to expound a positive vision for 
the region, including a persuasive pathway to prosperity. In this regard, the Australian delegation should reiterate that the US’s 
withdrawal from the Trans‑Pacific Partnership (TPP) has ongoing and negative strategic implications. That might seem like wasted 
breath, as the US returning to the TPP (now renamed the Comprehensive and Progressive Agreement for Trans‑Pacific Partnership, 
or CPTPP) lies outside the Overton window for the foreseeable future. But political winds change and political muscle memory 
fades—it pays to keep this at the forefront of minds. For now, Australia and the US should put more flesh on the bones of the 
available alternatives, such as the Indo‑Pacific Economic Framework agreement.18



35‘With a little help from my friends’: capitalising on opportunity at AUSMIN 2022

Conclusion and recommendations

Foreign policy should be at the heart of AUSMIN. Wong has several points of leverage at her disposal. Played well, they could leave 
Australia’s hallmark on AUSMIN’s outputs in a way that shows the region that Canberra has influence and a leading role within the 
Australia–US alliance:

1. Strategic equilibrium should be raised at AUSMIN as a holistic, inclusive and rules‑based concept for order in the Indo‑Pacific. 
Strategic equilibrium provides the means for China to be tackled effectively without dominating AUSMIN or playing to Chinese 
propaganda of a US‑led containment strategy. It stamps an Australian brand on AUSMIN and creates room for manoeuvre 
consistent with but parallel to the FOIP concept.

2. Australia should suggest that the US join Australia and the growing number of countries in the Indo‑Pacific engaged in 
indigenous diplomacy. The Pacific is the obvious area of focus, where Australia is a leading partner for island countries, 
and the US has territories and close relationships through the Compact of Free Association. Ways to proceed could include 
incorporating indigenous diplomacy into donor coordination of aid. The US might be persuaded to join the Indigenous Peoples 
Economic and Trade Cooperation Arrangement alongside Australia, Taiwan and others. In addition, Australia and the US could 
participate in an indigenous diplomacy side event at a Pacific forum.

3. The Australian delegation should use private discussions at AUSMIN to seek assurance that the US is committed to strategic 
competition with China. Consistency and resilience against China will be appreciated by many in the region, provided it’s 
coupled with a positive vision for future stability and prosperity. To that end, the US should be encouraged to reconsider its 
decision to withdraw from the TPP. At the same time, Australia should assure the US that any accession requests to the CPTPP 
will be handled based on meeting its high standards, with the UK’s accession process setting the bar.19 While the US remains 
out of the CPTPP, Australia and the US should invest more in alternatives, such as the Indo‑Pacific Economic Framework.
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Rare earths and critical minerals
Dr John Coyne and Grace Stanhope

AUSMIN 2022 stands out as a critical summit due to its substance, not just symbolism. Beijing will closely analyse every 
communique to assess this alliance’s health.

The Albanese government will be keen for the Australian delegation to ensure the smooth continuation of Australia’s most 
important bilateral partnership. However, a ‘more of the same’ approach won’t be enough, and ministers Wong and Marles will be 
aiming to deliver tangible results.

The usual broad themes will feature heavily in AUSMIN discussions. Collaboration on the environment, Indo‑Pacific prosperity and 
critical technologies, and military cooperation, are all now core tenets of the archetypal AUSMIN communique. This year, AUSMIN is 
likely to add Russia’s invasion of Ukraine, AUKUS and the alliance’s role in the Pacific to the list.

There’s a lot to get lost in, so Australia must find a focus that both countries can tackle decisively and with real impact. AUSMIN 
has found common ground for decades in dealing with security threats such as terrorism and, more recently, foreign interference. 
Increasingly, the US and Australia have shown that AUSMIN can successfully focus on strategic topics, such as critical technologies, 
that straddle economic and security policy. For both countries, rare earths and critical minerals provide a similar pathway for 
AUSMIN 2022.

Rare‑earth elements (REEs) are a group of 17 metals—15 elements from the lanthanide series and two chemically similar elements 
(scandium and yttrium).1 Each has unique properties vital for various commercial and defence technologies, including batteries, 
high‑powered magnets and electronic equipment. An iPhone, for example, contains eight rare‑earth minerals.2 They also make up 
about 420 kilograms of an F‑35 fighter jet3 and are essential for guided missiles.4

Australian and American governments and industries have real and justifiable anxiety about critical minerals and rare earths.

Beijing and its companies recognised the strategic importance of rare earths and critical minerals decades ago. The commercial 
viability of its reserves, Chinese companies’ access to state‑backed financing and the country’s lax environmental regulations, 
along with a distracted West, have helped build China’s dominance of the global REE market.5 Over the past decade, Xi Jinping has 
continuously increased the CCP’s control of Chinese companies.

In the West, broad private‑sector trust in globalisation and policy assumptions underpinned by economic liberalism emphasised 
price over security and resilience. The business tenets of offshoring, centralisation of production and just‑in‑time supply chains 
obscured the national security threats presented by global monopolistic market control.

The US relies on China for most rare‑earth imports. According to the US Geological Survey, China accounted for at least 58% of 
global REE processing last year, and possibly up to 80% if we include illegal and undocumented production.6 In some cases, such 
as heavy REE processing, China has 100% market control. On more than one occasion, it has also shown that it’s willing to use an 
array of means to maintain that control. The story for critical minerals such as magnesium and tungsten is no better.

The problem here isn’t just that the CCP has monopolistic control of global REE supply chains but that, at times, its domestic 
policies have unintended negative consequences for international markets, from the distortion of commodity prices to industry 
shutdowns that damage national resilience.

The state of the global magnesium market in 2021 and 2022 illustrates this point. By 2019, China had become the dominant 
processor of magnesium, capturing a 94% share of the global export market. Its companies process magnesium at prices that no 
other market can match.

Chinese companies have avoided the temptation of using market share to set high prices. Instead, they’ve set prices that present 
competitors with high barriers to market entry. The low prices have been a windfall for both manufacturers and consumers and 
have helped further entrench China’s market dominance.
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The CCP has shown that it’s willing to use that power to coerce and control others. The issue isn’t a hypothetical one for AUSMIN. 
Realising that controlling the global market makes for a useful economic lever, the CCP has used its rare‑earth power to coerce 
trading partners on multiple occasions.

In 2010, it effectively restricted rare‑earth exports to Japan after a Chinese fishing trawler collided with a Japanese coastguard 
vessel near the disputed Senkaku Islands.7

More recently, Beijing threatened to limit rare‑earth supplies to US defence contractors, including Lockheed Martin, over US arms 
sales to Taiwan.8

The CCP doesn’t want to lose its control of this key market and has used a range of measures to prevent the diversification of 
supply chains. China routinely adjusts its domestic production quotas and subsidises rare‑earth prices. It uses that power to 
strategically flood the market when it wants to drive out competitors and deter new market entrants.

The CCP isn’t using just economic means to prevent the dilution of its monopolistic control of global rare‑earth supply chains. It’s 
also willing to use a range of anti‑competitive covert and clandestine means to maintain its market position.

Establishing alternative rare‑earth supply chains is difficult enough. The CCP’s actions, including its information campaigns, 
rapidly increase the complexity of the challenge. The key strategic message here for Australia, the US and other like‑minded 
countries is that market forces alone aren’t going to fix this problem.

Australia is endowed with an abundance of REEs in sufficient concentrations to make mining them technically and financially 
viable. Yet, Australia’s movement of REEs along the value chain to produce batteries and magnets, perhaps semiconductors, is 
almost non‑existent.

In March 2022, the Morrison government set the foundations for Australia’s critical‑minerals sector’s growth and downstream 
processing expansion. While the Critical Minerals Strategy 2022 is an economic policy, its focus on providing global markets with a 
reliable, secure and resilient supply of critical minerals has a clear security dimension.9

In April 2022, the Australian Government went further, approving a $1.25 billion loan through the Critical Minerals Facility to 
Australian company Iluka Resources. The loan ensures Iluka’s development of Australia’s first integrated rare‑earths refinery to 
produce separated rare‑earth oxide products (praseodymium, dysprosium, neodymium and terbium). Iluka, a long‑term player 
in the mineral sands sector, had since the 1990s been strategically stockpiling monazite in Eneabba, Western Australia. With the 
loan and the existing ore stockpile, it can establish its $2 billion refinery and, by 2024, produce rare‑earth oxides. The Iluka loan is 
an important example of how a government and the private sector can work together under the right circumstances to fast‑track a 
rare‑earth solution.

The US has in the past put its money where its mouth is by awarding multiple grants to Australian rare‑earths company Lynas for 
facilities to process both light and heavy rare‑earth materials sourced from Lynas’s Western Australian mine and shipped to Texas 
for final processing. This commitment by the Pentagon has shown a real commitment to, and confidence in, Australia’s place as 
a trusted partner in the rare‑earth supply chain. In this relationship, Australia must be more than a miner. AUSMIN provides an 
excellent opportunity to argue that processing and manufacturing should also occur in Australia.

With no clear market solution, the Australian and US governments have no choice but to intervene. While these are valiant 
efforts to address rare‑earth supply‑chain vulnerabilities, national‑level policymakers can’t, on their own, solve this challenge. 
Unfortunately, the problem is too big for any single government to address. Creating global supply‑chain alternatives that promote 
healthy competition and resilience will require collaborative efforts.

REE production is an area that lends itself comfortably to the dynamic of the US–Australia relationship; each has something to 
offer, and our goals are largely aligned.

https://fas.org/sgp/crs/row/IF11259.pdf
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A close reading of the AUSMIN joint statements for the past decade reveals only passing mentions of critical minerals and rare 
earths in the past three years. References to a US–Australia Critical Minerals Plan of Action and a working group are repeatedly 
made; both were first agreed to in a Trump–Turnbull meeting in Washington in February 2018, then revitalised during Washington 
visits by former ministers Birmingham, Pitt and Tehan in 2020 and 2021.

While that joint action plan has been in the draft stage for three years, private industry and other parts of government are already 
moving ahead with good intentions but no guidance from the highest levels. Market forces often work against nations seeking to 
establish a sovereign and resilient rare‑earth supply chain, and that’s been the case for Australia and the US. Undoubtedly, the CCP 
doesn’t want this to happen. It will do everything in its power to prevent the loss of China’s market dominance.

In working through this challenge, Australia must ensure that the US has—at least privately—learned from the mistake of 
withdrawing from the Comprehensive and Progressive Agreement for Trans‑Pacific Partnership. The US’s protectionist instincts 
blinded it to the broader strategic importance of the agreement. Australia can help the US recognise that ‘Made in America’ or 
‘America First’ don’t mean ‘Only America’ and that security and sovereignty are best achieved through the collective ability of 
like‑minded partners to respond to geostrategic competition.

The security and reliability of supply chains doesn’t need to mean that everything is made in the US, and it certainly doesn’t 
mean that everything is made in China. There’s a happy medium in which supply chains can be supported by trusted partner 
economies—such as Australia—where there’s an undeniable competitive advantage, an established relationship and a convergent 
world view. This is where narratives of global inclusion are required. The world knows that concerns about Beijing’s monopoly and 
malign influence are the driving factors for rare‑earth collaboration. Nevertheless, a strategy based on creating alternative and 
reliable supply chains that benefit many, not because they are against a few, can be achieved through Australia and the US working 
with like‑minded countries in both the Indo‑Pacific and the Atlantic.

In finding an AUSMIN focus, Australia can learn lessons from the evolution of the Quadrilateral Security Dialogue. The Quad’s 
positive projects and inclusive regional narratives have helped counter claims that the group is an ‘Asian NATO’ while enabling a 
public focus on Beijing’s malicious activities and breaches of international commitments.

To advance rare‑earth cooperation, Australia’s delegation to AUSMIN 2022 should, as a starting point:

• push for the joint action plan’s release as a matter of urgency

• explore a mechanism for joint investment that promotes a resilient and secure rare‑earth supply chain that offers an alternative 
to Chinese products at a competitive price

• identify opportunities to ensure that carbon pricing is applied to all rare‑earth and critical‑mineral supply chains equally to 
promote an equitable and environmentally responsible market for global competition

• seek agreement to work with the US to bring together a group of like‑minded countries in both the Indo‑Pacific and the Atlantic 
specifically to develop a rare‑earths and critical‑minerals strategy that gives all countries, in particular our nearest neighbours, 
increased confidence in a viable alternative.

The alliance should double down on its efforts to work collaboratively to create resilient REE supply chains, as that won’t 
happen independently. In the interim, the CCP’s global monopoly over rare‑earth supply chains leaves both the US and Australia 
vulnerable to China’s domestic policy decisions and future economic coercion.
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Step‑up on cyber
Bronte Munro

Cyber remains a core component of strategic concern for Canberra and Washington, and, as Australia experiences near‑daily data 
breaches and ransomware attacks, cybersecurity will only grow in importance for both governments.

The time is ripe for both governments to take advantage of the close and expanding relationship they already have on cyber issues 
to drill down into specific areas where there remains untapped opportunity. This would lay the groundwork for additional gains 
over the next few years and accelerate strong, tangible and enduring bilateral engagement in areas of mutual concern, while also 
supporting broader partnership initiatives. Collaboration on cyber issues should be a major focus for AUSMIN, especially because 
of the integral role of cyber in enabling the advanced capability‑sharing goals of AUKUS Pillar 2.1

This chapter recommends a focus on mutual standards recognition and counter‑ransomware initiatives. These issues share the 
theme of connectivity and highlight the importance of bilateral engagement on cyber‑related security challenges within the 
alliance ecosystem and broader geostrategic environment.

Mutually recognised standards and assessments

AUSMIN officials should agree, in principle, to the adoption of mutually recognised cybersecurity standards and assessments 
required for individuals and businesses that contribute to collaborative security initiatives, innovation, and growth in cyber‑related 
industries. Common standards will reduce the transaction costs for private‑sector actors, who are increasingly important for 
advancing the strategic interests of both countries. Consensus on the need for mutually recognised standards creates an opening 
for more involved and practical discussion regarding the specific challenges and opportunities each government faces in achieving 
standards fit for government and private‑sector partners in each country.

This recommendation fits naturally within the context of AUKUS. Meeting the advanced capability sharing requirements outlined 
under AUKUS’s Pillar 2 will require dynamic public–private partnerships both domestically and trilaterally between Australia, the 
US and the UK for facilitating technology acquisition. Accelerating bilateral engagement between the US and Australia at AUSMIN 
makes addressing this broader challenge more manageable. This issue by issue, requirement by requirement, discussion is vital 
to the success of Pillar 2, which is more complex than Pillar 1 because it requires extensive coordination among legal, commercial, 
governmental and civil society entities both domestically and transnationally.

Vetted industry partners in one country will need to operate with few or no barriers in the other country, and defence contractors 
in Australia and the US must meet government cybersecurity standards and pass mandated assessments. For example, Australia’s 
Infosec Registered Assessor Program (IRAP) ensures that organisations meet the requirements laid out by the Australian Signals 
Directorate, as assessed by vetted and trained individuals.2 The program ensures that the ICT systems of critical national 
infrastructure providers and other organisations handling sensitive or large quantities of personal data meet the government’s 
cybersecurity standards.3

In the US, the Assessment Evaluation and Standardization (AES) program4 operates out of the Cybersecurity and Critical 
Infrastructure Security Agency (CISA).5 The AES is similarly designed to ensure that individuals can assess and validate the 
compliance of government entities with CISA standards. The Federal Risk and Authorisation Management Program (FedRAMP), 
also provides a standardised security assessment specifically for cloud service providers.6 The program ensures the security of 
IT infrastructure across the US Government without the need for vendors to meet different sets of requirements for different 
federal agencies.

The overlap in the aims and logic behind standards such as those of IRAP, AES and FedRAMP is an effective starting point for reviewing 
government-assessed security standards for core organisations. Additional benefits of correlating mutual standards include 
economic growth due to increased investment and innovation in each economy and, for Australia, mitigation of the ‘brain drain’, as 
the domestic technology market provides more attractive opportunities for STEM professionals.
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Initial steps include creating a joint Australia–US cybersecurity standards taskforce to identify where tensions in technology 
transfer occur due to barriers imposed by differing standards and assessments, and it should advise on how those barriers 
should be overcome. In Australia, this initiative would be led by Home Affairs, with a team placed in the Australian Embassy in the 
US. Collaboration with the AUKUS Pillar 2 taskforces is also essential, as it will ensure that the right standards are prioritised in 
coordination with overarching national security objectives.

The taskforce could also identify overlap in cybersecurity assessments, such as IRAP and AES. Despite that overlap, discrepancies 
and gaps will exist, demanding that the partners set aside time for the necessary roll‑up‑your‑sleeves collaboration to amend their 
respective assessment frameworks.

The partners should make an equivalence assessment once they identify common standards and close the gaps. Similar reviews 
are required in other areas of bilateral engagement, such as during the visa application process for skilled workers moving 
between the US and Australia. In that instance, the equivalence assessment is to ensure that educational qualifications achieved in 
one country meet the standards in the other. The same principles would apply for private‑sector organisations seeking to operate 
between the US and Australia.

A joint‑staffed authority could verify that the security standard held by an organisation in one country is the equivalent in 
another. Relevant organisations could then grant exemption or designated status as Australia–US certified companies by the 
joint Australia–US cybersecurity standards taskforce. This process would reduce or eliminate the barriers associated with having 
to undergo recertification when beginning private‑sector or government contracted operations in Australia. The US FedRAMP 
program is based on this logic, and an examination of its development and implementation would provide baseline guidance on 
how similar outcomes can be achieved between Australia and the US.

Regional ransomware response initiative

AUSMIN partners need to collaboratively establish effective, proactive and robust baseline response mechanisms and policies to 
apply to ransomware attacks. The ransomware challenge will almost certainly arise at AUSMIN, given the increase and success of 
attacks due, in part, to inconsistent policy responses from allies and partners.

The Australian Cyber Security Centre’s most recent Annual cyber threat report identified ransomware as the most destructive 
cybercrime threat.7 The issue is not limited to Australia. The effect on the US is evident through the extensive ransomware 
threat reporting conducted by CISA’s ‘Stop Ransomware’ campaign.8 Australia and the US are already at the forefront of the 
fight against ransomware attacks in the public and private sectors. A unified approach is imperative for deterring ransomware 
operators. AUSMIN’s emphasis should, consequently, focus on assisting vulnerable regional partners in securing their own critical 
infrastructure against attacks.

The Quad’s 23 September joint statement on ransomware emphasised how regional stability is tied to cybersecurity and 
recognised the need to protect critical national infrastructure both domestically and across the Indo‑Pacific from ransomware 
attacks. The statement highlights the importance of a multistakeholder approach to ransomware that implicitly embodies 
the notion that a nation’s cybersecurity is only as strong as the weakest link in the network. By their nature, cyberspace and 
organisations’ networks transcend national borders and the traditional remit of national cybersecurity policies, process and 
procedures. This is why coordination is so important among regional partners when combating ransomware, as there’s a high risk 
that an attack on an organisation in one country could have flow‑on effects in another. A unified approach to making ransomware 
payments is also necessary in undercutting the financial incentives that motivate ransomware attacks.

The 2021 Kaseya ransomware attack is an example of this.9 Kaseya was a supply‑chain attack, which occurs when the trust 
relationship between a vendor and a client is exploited. Kaseya is a software supplier based in the US. When its software packages 
were compromised by the REvil ransomware group, Kaseya clients unknowingly downloaded the infected software onto their 
systems. The result was a ransomware attack that affected organisations in 17 countries despite the ransomware target being a 
US‑based company. This supply‑chain attack demonstrated how regional security is interconnected.

https://www.state.gov/quad-foreign-ministers-statement-on-ransomware/
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AUSMIN is an opportunity for each government to strategise on how they can coordinate and lead efforts to raise response 
standards regionally, support their commitment to the Quad’s initiative, and prevent the widespread instability that comes from 
the disruption to economic productivity and the compromise of critical infrastructure providers. The use of ransomware by state 
actors to coercively leverage states in the region or stimulate the perception of insecurity also threatens Australia and the US’s 
mutual interest in general stability in the Indo‑Pacific.

How Australia and the US can collaborate on developing ransomware response capabilities and procedures that, first, 
disincentivise ransomware attacks and, second, enforce a consistent and effective response to attacks should develop into an 
area of focus for AUSMIN over the coming year. This should then be translated into actionable guidelines for a joint ransomware 
oversight and response team for the Indo‑Pacific region. The Australia‑ and US‑led response team should engage in developing, 
testing and applying ransomware mitigation and response practices that will instil confidence and attract support and adoption 
by other partners regionally and globally.

Essential to this is identifying critical organisations that operate within Australia and the US and across the region and 
collaborating with them to understand their supply chains, how an attack could occur and what the implications would be within 
each domestic context that the organisation operates in. It’s through collaboration on this scale that domestic efforts to protect 
critical organisations is likely to be strengthened, as the US and Australia can learn from each other’s response policies, practices 
and procedures. The concentration of resources on ransomware protection strategists will also be intensified, which Australia and 
US companies would be the first to benefit from in order to demonstrate proof‑of‑concept for the joint ransomware oversight and 
response team to regional partners.

This case‑study approach will facilitate a more nuanced and insightful understanding of the various contextual and organisational 
risks that exist, and also facilitate collaboration and communication on cybersecurity practices that competitive barriers between 
private‑sector organisations might otherwise prevent.

Recommendations

Australian delegates should collaborate with their US counterparts to:

• Establish a joint Australia–US cybersecurity standards taskforce, which will:
– identify where tensions in technology transfer occur due to barriers imposed by differing standards and assessments
– advise on how those barriers should be overcome
– prioritise standards relevant to AUKUS’s Pillar 2 advanced capability sharing goals.

• Establish a joint ransomware oversight and response team, which will:
– support the Quad’s multistakeholder ransomware initiative
– develop, test and apply ransomware mitigation and response practices that will instil regional confidence and adoption
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Integrated deterrence
Rebecca Shrimpton and Iain MacGillivray

What’s integrated deterrence?

Integrated deterrence entails developing and combining our strengths to maximum effect, by working seamlessly across 
warfighting domains, theaters, the spectrum of conflict, other instruments of US national power, and our unmatched network 
of Alliances and partnerships. Integrated deterrence is enabled by combat‑credible forces, backstopped by a safe, secure, and 
effective nuclear deterrent.1

Deterrence as a concept and a strategy has made a notable return to the lexicon of US strategy and planning in the recent 
US National Security Strategy (NSS) and National Defense Strategy (NDS). This reflects the reality of a return of great‑power 
competition, but it’s also a response to the threat landscape being more complex, more multidimensional (including with an uptick 
in grey‑zone challenges) and multipolar. Integrated deterrence made headlines as a central idea in both unclassified strategies, but 
‘integrated deterrence’ also makes an important statement of intent in terms of process: the timing and integration of the NDS with 
complementary reviews of both missile defence and nuclear posture provide an early example of integrated deterrence in action.

Deterrence fell out of vogue as an organising principle for strategy largely due to the absence of a clear, imminent ‘pacing or peer 
competitor’ following the end of the Cold War. The apparent success of the comprehensive US strategy against the Soviet Union, 
coupled with the difficulty of proving the effectiveness of deterrence (demonstrating why something specifically didn’t happen), 
made it easy to shift focus rather than study in depth how and why US deterrence strategy had prevailed, and its applicability for 
the future.

Nuclear deterrence, including maintaining and upgrading the US nuclear triad and enhancing US missile defence capabilities, 
remained a centrepiece of the US approach to managing North Korean and Iranian threats (rogue actors), but after the Cold War the 
US and much of the Western world shifted focus on a new set of challenges and a new approach: the 3Ds (defence, development 
and diplomacy). This was designed to address a more diffuse, lower intensity and less clearly defined set of challenges (in scope 
and geography): insurgency, failing states and terrorism.

Regardless of nomenclature, the shift of emphasis in the US strategy from ideas such as containment and deterrence to a 
‘comprehensive approach’ for state and capacity building, and now the shift back again, are real and important. Strategic framing 
drives activity, resources and unity of effort across numerous actors: towards what end has shifted over key epochs.

Deterrence is a strategic framework necessary in times of great‑power competition and potential conflict with catastrophic 
and direct consequences. Deterrence is fundamentally and crucially designed to avoid conflict or limit the severity of its 
consequences—something on which almost every actor can agree. When it comes to shared interests, avoiding conflict is the 
Holy Grail, especially in an Indo‑Pacific region that’s complex and dynamic, decries confrontation and prizes consensus. Its 
return as a core organising principle for the US Department of Defense fits the US’s strategic assessment of today’s requirement 
‘to act urgently to sustain and strengthen US deterrence, with the People’s Republic of China as the pacing challenge for the 
Department’.2 This isn’t business as usual. It provides direction to prioritise action in the face of a broad front of competitive 
interfaces. This doesn’t suggest that the US intends to compete on every front, but it will think hard about consequence, risk and 
strategic advantage, especially vis-a-vis China.

Integrated deterrence, and the deliberate approach detailed in the NDS (using campaigning to tailor and unify lines of effort and 
focusing on building US strategic advantage, including through technology) should be welcomed in Australia; it offers a critical 
line of operations upon which to focus bilateral cooperation. A well‑conceived notion of integrated deterrence offers a disciplined 
framework to focus on clearly defined threats. While we shouldn’t expect the unclassified version of US strategy documents to 
detail specifically what behaviours or actions the US is trying to deter, the need for clarity on these points within a deterrence 
strategy is abundantly clear.
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A focus on accurate problem diagnosis and the identification of specific behaviours or actions to be deterred requires a strong 
intelligence capability. Deterrence embraces the psychological aspect of international relations, so solid intelligence focused 
on the right problems is fundamental to building good deterrence strategy. Assessment capability and highly accurate analysis, 
especially concerning the complex and multifaceted challenge presented by China, are essential. This has been a feature of 
Australian national security capability investment for several years now. It situates us well to contribute effectively to US integrated 
deterrence planning and operations.

How will ‘integrated deterrence’ be implemented?

This is where the biggest questions remain. It’s been a long time since the full range of muscles involved in integrated deterrence 
have been seriously flexed. One locus of sustained effort has been in US Strategic Command, which has consistently focused 
on deterrence planning that’s specific (adversary‑centric) and coordinated to achieve strategic effects—not just across military 
domains but synchronised with other levers of national power. It will take effort and uplift to ensure that all relevant US actors can 
effectively orchestrate the deliberate use of select soft‑ and hard‑power tools under an integrated deterrence strategy, including 
those across the sprawling US defence and national security landscape.

But we need to recognise that the conversation in the US has moved decisively. Bilateral engagement must now prioritise sharing 
assessments of China’s action and intent in the Indo‑Pacific, and developing options to shape and deter, consistent with our 
respective and shared interests and values. AUSMIN 2022 offers an opportunity to direct our bilateral efforts to be optimised under 
coherent, complementary and tailored deterrence strategies. Those efforts need to include political messaging, geo‑economic 
and technology strategy and cooperation, high‑level integrated military planning, and military capability investment (moving to 
some co‑development under AUKUS).

Australia’s AUSMIN principals could help the US more constructively converse with partners on its integrated deterrence 
approach. How? The US and Australia often suffer from a narrative that we’re investing in defence as ‘warmongers’. That’s untrue, 
but perceptions matter, so a better coordinated narrative that defence investment and deterrence strategy is about more than 
national security and is about the region’s security, focused on strategic stability over unilateral aggression, is in the AUSMIN 
partners’ interests.

What’s in it for us?

The US focus on ‘integrated deterrence’ in the NDS and NSS is an opportunity for Australia. There will be some serious asks 
of Australia on US force posture, including nuclear‑capable (but not necessarily nuclear‑armed) capabilities. These should be 
assessed on merit and with a clear deterrence (or war‑fighting) function in mind, as well as a clear‑eyed understanding of the 
impacts of such decisions on our relationships in the region. Australia has often claimed that integration is something it’s good 
at—a strength of a highly specialised but small and decentralised government. Our strategically relevant geography, sitting outside 
the second island chain, strengthens Australia’s position in discussions related to deterring China and to wider US policy in the 
Indo‑Pacific. In the military realm, the ADF’s well‑established joint approach to warfare has demonstrated its capability in conflict 
and provides a strong basis for ongoing development under a deterrence strategy. A relatively small but potent and professional 
military and cabinet‑style decision‑making are often cited as explanations for why Australia has often got the integration part of 
strategy right.

But it also has downsides. The small size of the ADF has often led to limited thinking about how it contributes to combined/
coalition operations. Australia has looked to niche and contained approaches to operations, evidenced by ADF commitments 
to Iraq, Syria and Afghanistan, all designed to limit commitment in quantity and time. This was the right approach for a ‘limited 
war’ on the other side. A potential major‑power conflict in our own region needs bigger thinking. Integrated deterrence offers a 
clear framework for engaging the US in more substantive ways. Australia has always focused on quality and ‘interoperability’ with 
the US, and, in recent years, it has better resourced its defence posture. This continues to work for Australia as the US seeks to 
implement integrated deterrence with partners and allies.
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US strategies are global (multi‑theatre), and their approaches may need a harder edge (leveraging sophisticated high‑end, 
combat‑credible and highly capable conventional and nuclear forces at scale and a strong defence spend). Australia will need 
to stay focused on the ‘So what?’ question in our region, and on keeping the contest in the realm of competition. The US will be 
challenged by the state of open warfare in the European theatre when it wants to lean into the Indo‑Pacific. In terms of strategic 
and political messaging, the European theatre has demonstrated reinvigorated US convening power, large‑scale rejection of 
military aggression, and the willingness of countries and their people to respond. Not enough has been made of this political win or 
its place in integrated deterrence, even though it has direct relevance for the credibility and perception of US integrated deterrence 
as it’s applied in the Indo‑Pacific.

Ends, ways, means …

Deterrence by denial needs to be postured and structured to achieve that goal. That will require a focus on ensuring that the PLA 
and Xi Jinping are worried about the US’s ability to breach the distance and contested logistical challenges of China’s anti‑access/
area denial strategy (to push and keep the US out of the first and second island chains). Australia, Japan, the Philippines and South 
Korea are all important partners in this regard. Australia needs the US to have protected force flow, mobility, logistics support and 
a full spectrum of capability options in the region, so that it can effectively undermine the PLA’s confidence in its ability to achieve 
a quick military victory far from US shores. Australia should look to AUSMIN to shape how our role and capabilities are integrated 
into US plans, and do so by being an active and credible participant.

AUKUS provides an excellent vehicle for integrated deterrence implementation, but Australia will need to know exactly what it 
wants from the partnership and be prepared to make difficult asks of the US system. Australian defence innovators and companies 
need ITAR protection for capabilities that we co‑design and develop, or that we export to the US. Without that, the technology 
pillar of AUKUS is dead in the water. That will have implications for the credibility of the broader arrangement and will undermine 
deterrence. Obtaining US agreement at AUSMIN to prioritise practical successes through AUKUS in the next year is key.

Recommendations

Make deterrence a core part of the AUSMIN 2022 public narrative, ensuring that the world knows the two countries are working 
together to avoid war, including necessarily preparing for the worst.

AUSMIN needs to address how both countries separately and together might coordinate and resource both hard‑power capabilities 
and strategic engagement with partners to deter China from using military force to achieve its ambitions, and—if deterrence fails—
to fight and win a PLA‑initiated regional war whether on land, at sea, in the air, in space or in the cyber domain.

Despite a concerted effort to avoid superimposing our understanding of ourselves onto a competitor or adversary (mirror imaging), 
this is still a real problem in most systems. The Australian Government is investing in its ability to see and understand what’s 
happening—and why—in our own region. What this means is doubling down on growing regional and country expertise, focusing 
on China and PLA knowledge. This AUSMIN should be used as a key opportunity to focus the US on the importance of perceptions 
of the US, Australia and China in Southeast Asian and Pacific countries, with diplomacy and regional engagement being the flip 
side of the integrated deterrence coin, complementing the necessity of the hard power of military capability.

Initiate, and declare, the creation of a formal, annual bilateral deterrence dialogue.

The US maintains formal, annual deterrence dialogues with Japan and South Korea as part of extended deterrence and has done 
so for decades. Perceptions in Australia that it has little to gain from, nor much to contribute to, bilateral deterrence talks haven’t 
held true for years. Concerns that institutionalised deterrence talks may be inflammatory can be addressed with adroit regional 
diplomacy and by stressing the focus of deterrence on conflict avoidance. The PRC’s flagrant aggression and breaking of promises 
(South China Sea militarisation, continued state‑sponsored or sanctioned cyberattacks, dangerous PLA activity) has clearly 
established deterrence as a measured and sensible response. Bilateral deterrence talks should dovetail (privately if necessary) 
with conversations with Japan and South Korea, and where possible also the Philippines.
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Bring industry into the conversation on the threat, as well as on the intended response.

Advocate for ITAR carve-outs, legislation or executive orders focused on specific projects to provide a pathway through regulatory and 
process barriers for selected bilateral and AUKUS priorities.

Individual dual‑use technology companies have famously rejected close cooperation with the US Department of Defense, but 
others have chosen it as their explicit business model and philosophy and have thrived (for example, Anduril Industries and 
Palantir Technologies). As Russia, China and other autocratic regimes show the true character of their commercial offer, more 
companies might be expected to take a more patriotic course or at the very least come round to understanding that long‑term 
sovereignty and reliability outweigh short‑term profits. Industry should be encouraged to do so by government being more 
transparent and open, including through declassifying and sharing intelligence. That can help industry to understand the 
problems that governments are trying to solve through technology and capability, and to want a role in that effort. Public–private 
partnerships can enhance the value proposition for investors and customers and de‑risk doing business with the government.

Cooperation between the industrial bases of Australia and the US can help companies survive the ‘valley of death’ and reduce 
significant cost drivers. The 2017 National Defense Authorization Act broadened the definition of the US national technology and 
industrial base to include Australia, showing on paper how intimate the bilateral relationship is. AUSMIN should agree to include in 
its public communique a statement that this mechanism will be made to work in practice.

At AUSMIN, Australia and the US should prioritise essential capability requirements supporting integrated deterrence: candidates 
include the Guided Weapons and Explosive Ordnance Enterprise, hypersonics, and commercial space launch. Success in 
establishing those as joint endeavours will illuminate the path to more significant and more integrated technological and industrial 
collaboration, which is currently hamstrung by US budget processes, its capability programming life cycle and process, and its 
outdated and indiscriminate export regime.

Deepen the conversation with the public and be specific about what integrated deterrence means for Australia.

The debate in Australia on the threat posed by China has shifted in the past 5–10 years. Integrated deterrence encapsulates the 
idea of conflict prevention or avoidance, and this can help galvanise public support. As the world continues to become more 
dangerous and complex, with strategic competition ever increasing, transparency with the public to ensure that people are 
aware of how security and defence decisions contribute to strategic stability becomes mandatory. This is particularly important 
where miscalculation or misadventure can inadvertently escalate tensions. Australians are ready to be engaged in more robust 
conversations on government responses, approaches and partners. The debate will need to focus on how deterrence offers a 
constructive and deliberate focus for Australian effort and resources, acknowledging the multiple pressures on the national budget 
and on household back pockets.

Notes
1 Department of Defense (DoD), ‘Fact sheet: 2022 National Defense Strategy’, US Government, 28 March 2022, online.

2 DoD, ‘Fact sheet: 2022 National Defense Strategy’.

https://media.defense.gov/2022/Mar/28/2002964702/-1/-1/1/NDS-FACT-SHEET.PDF
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Space
Dr Malcolm Davis and Rebecca Shrimpton

The re‑emergence of space as a competitive geostrategic domain means it should be considered at AUSMIN 2022 as a specific 
agenda item, with the aim of opening new opportunities for collaborative work. Space technology is accelerating at pace. 
New capabilities being developed in the commercial sector have geopolitical consequences with significant national security 
implications. The US’s global technological lead over China in space, which has narrowed due to assistance from Russia to China 
and the CCP’s significant investments and focus, makes it the perfect candidate for investment to pursue strategic advantage. 
This is a central approach identified in the US 2022 National Defense Strategy.

Australia’s approach to space is moving rapidly away from its historical passive dependency on the US and other partners and 
to much greater emphasis on building sovereign capability, including in the crucial areas of satellite development and sovereign 
space launch. AUSMIN should identify key areas of bilateral partnership that explicitly support integrated deterrence and enduring 
strategic advantage. Both countries need to invest deliberately in specific capabilities that help ensure the US and its partners 
maintain superiority in space domain awareness and deny China any ability to obtain and exercise space control.

The rapid growth of Australia’s commercial space sector, and the strong support for that sector from government, have facilitated 
a much more sophisticated approach to space by the Defence Department, highlighted by the establishment of Defence Space 
Command and the release of the 2022 Defence Space Strategy.1

The strategy emphasises a requirement for assured access to space and the building of resilient space capabilities, while 
recognising space as a contested operational domain. The growth of adversaries’ counterspace technologies is making it ever 
more crucial for Australia to burden share in orbit with key allies to reinforce deterrence by denial against such capabilities, making 
them ineffective in any attack on Australian and allied space capabilities.2

With this threat environment in mind, there are new opportunities for Australia to work with the US in developing mutually 
supporting space capabilities for defence and national security. AUSMIN could usefully discuss progress towards the conclusion 
of a technical safeguards agreement that would enable US commercial launch providers to operate from Australian soil. In any 
regional contingency, that capability will be fundamental to concepts that underpin both nations’ space strategies: resilience, 
redundancy and reconstitution. Negotiations on the agreement appear to have stalled, presenting a critical example of the US 
export control regime and US interpretation of non‑binding multilateral arms control treaties (in this case the Missile Technology 
Control Regime) standing in the way of important bilateral technological and operational cooperation. Australia should ensure 
that it preserves sovereignty in the negotiations, and the US shouldn’t apply such stringent requirements upon launch activities 
from Australia that it prevents partnering with other friendly nations and amplifying the space power of the Indo‑Pacific region.

It’s important that AUSMIN 2022 addresses the oversight in the 2021 AUKUS agreement of not including space as a key area of 
collaboration. This could be addressed as follows.

First, Australia is moving ahead with the establishment of sovereign space launch capabilities, and that will enable us to 
launch small satellites on our own launch vehicles from our own launch sites. That will give us the ability to support US and 
allied requirements for the augmentation of space support in a crisis and the reconstitution of space capabilities in the face of 
counterspace attack. Highlighting this important role for Australia should be a focus at AUSMIN and at the core of a new AUKUS 
space work stream for technology cooperation.

The establishment of as many as three launch sites—Nhulunbuy in the Northern Territory; Whalers Way in South Australia; and 
potentially Bowen in Queensland—and the development of launch capabilities in Australia mean that we can directly support 
resilient space requirements for the ADF and for the US and other partners.3

Second, ADF space capability development needs to look beyond major projects such as JP 9102 Advanced Satellite 
Communications, DEF 799 Phase 2 for sovereign space‑based intelligence, surveillance and reconnaissance, and JP 9360 
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Space Domain Awareness, to consider new roles and tasks for the ADF to burden share in orbit with the US. A priority must be 
contributing to allied missile early warning and tracking, including to counter the rapidly growing hypersonic weapons threat. 
This is an important task, and Australia could contribute a new sovereign layer of overhead persistent imaging satellites towards 
that end as part of the US’s Next‑Generation Overhead Persistent Infrared (Next‑Gen OPIR) project.4 Furthermore, enhanced 
use of small satellite mega‑constellations for persistent Earth observation, targeting and post‑attack analysis would enhance 
ADF long‑range strike capabilities and support complex air and naval strike operations, while contributing to space deterrence 
through resilience.

Third, even as local commercial companies develop expendable launch vehicles for small satellite deployment, advances in 
technologies such as reusable launch and, further into the future, hypersonic vehicles will open new possibilities for advanced 
ADF space roles in coming decades. Those technologies are rapidly reducing the cost of accessing space and opening up new ways 
for states—and commercial actors—to use the space domain. Australian commercial companies already have key capabilities in 
hypersonics, which the US should want to integrate into its capability mix. In doing so, both countries must ensure that Australian 
sovereign technology isn’t subject to ITAR taint. As a key element of US–Australia collaboration, including under AUKUS, a 
proposal should be made at AUSMIN for collaborative research on transformational launch capabilities, including single‑stage 
and two‑stage to orbit spaceplane technologies. This would build on the existing Project SCIFiRE work towards a hypersonic 
air‑breathing cruise missile, directly tap into Australia’s world‑leading research in hypersonic propulsion, and directly benefit the 
growth of hypersonics‑related small and medium‑sized enterprise commercial space actors in Australia.

In AUSMIN 2022.

• Space should be stipulated as a re‑emerged domain of geostrategic competition that requires AUSMIN and like‑minded 
partners to invest in both military‑to‑military and government‑to‑industry partnerships that ensure we regain and maintain 
the competitive advantage necessary to defend our security interests.

• Australia should seek stronger and more deliberate collaboration with the US on sovereign launch capacity to support critical 
ADF and coalition defence space requirements, including for assured access to space, and to sustain resilience in space in the 
face of growing space counter threats. This could include incorporating space as a key area of focus for AUKUS.

• Australia and the US should establish a new project to boost space‑based missile detection and tracking in a manner that 
contributes to the US’s Next‑Gen OPIR project, with the objective of Australia building satellites, and launching them from 
Australia, as part of that network.

• Australia should suggest collaborative research on the employment of mega‑constellations of small satellites to boost space 
deterrence through resilience.

• Australia and the US should work together in developing and exploring new types of launch vehicle technology, including 
hypersonic single‑stage and two‑stage to orbit responsive launch, in a way that opens new opportunities for Australian small 
and medium‑sized ‘space start‑ups’ and leverages Australia’s leading research and development role in hypersonic propulsion.

• Australia and the US should commit to working together to support the recently released White House Office of Science 
and Technology Policy’s inaugural National Cislunar Science and Technology Strategy.5 This should leverage Australia’s 
capabilities to provide efficient and effective access to space from equatorial launch locations and our expertise in adjacent 
industries—including mining—in which we have world‑leading capabilities in autonomy and robotics that are applicable in the 
space environment.

Notes
1 Royal Australian Air Force, ‘Defence Space Strategy’, Australian Government, online.

2 Brian Weeden, Victoria Sampson, Global counterspace capabilities report—an open source assessment 2022, Secure World Foundation, 2022, online.

3 Malcolm Davis, ‘Australia’s space future blasts off from Nhulunbuy’, The Strategist, 29 June 2022, online.

4 Malcolm Davis, ‘Defence strategic review must go boldly into space’, The Strategist, 24 August 2022, online.

5 Cislunar Technology Strategy Interagency Working Group, National Cislunar Science and Technology Strategy, National Science and Technology 
Council, Washington DC, November 2022, online.

https://www.airforce.gov.au/our-work/strategy/defence-space-strategy
https://swfound.org/counterspace/
https://www.aspistrategist.org.au/australias-space-future-blasts-off-from-nhulunbuy/
https://www.aspistrategist.org.au/defence-strategic-review-must-go-boldly-into-space/
https://www.whitehouse.gov/wp-content/uploads/2022/11/11-2022-NSTC-National-Cislunar-ST-Strategy.pdf
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US perspective
Dr Greg Brown

At this year’s AUSMIN, Australian ministers are likely to find an American delegation that’s stretched thin and tired from a barrage 
of challenges. The immediate trials range from the war in Ukraine and disputes with Iran and Saudi Arabia to the domestic 
distraction of the recent midterm elections and the prospect of an even more bruising presidential campaign season over the next 
two years. These challenges are on top of the larger and enduring test that a rising China poses. Ensuring that US policymakers’ 
attention isn’t captured by pressing issues beyond the Indo‑Pacific, distracting them from vital regional security challenges when 
preparation times are truncated by strategic competition, demonstrates the multilevel and multilinear dimensions to this year’s 
talks. The Americans will be confident of, but still seeking, Australia’s explicit support for the shared objective of strategic balance 
in the region. Despite the size disparity, the US as the global power views Australia as a regional power that remains a key security 
and economic partner at a time of increasing geopolitical uncertainty.

Given the pace and volume of their schedules (secretaries Blinken and Austin meet officially with direct counterparts on at least 
three or four days each week), the US principals and their staffs will be glad to see friendly faces. This meeting is the new Australian 
Government’s first AUSMIN, but it’s Deputy Prime Minister and Defence Minister Marles’s second visit to DC in six months, and 
the US partners will be grateful for the Australians’ accommodation of the Americans’ lack of time by making the long trip to 
Washington for the third straight year.

AUSMIN is but one of the many discussions that the secretaries are likely to have with counterparts between now and the end 
of the year, but, more than most others, its combination of regularity and substance signifies a US appreciation for the special 
relationship. AUSMIN’s benefits to Australia and the opportunity to engage with US leadership are well known, but the appreciation 
that AUSMIN is fundamental to advancing US national interests has grown in recent years as Americans have come to recognise 
that coordination with allies and partners is imperative to remain globally competitive—note that the consultations were one of 
the few dialogues to proceed during the Covid‑19 pandemic.

While we’ll hear the usual themes—an emphasis on ‘shared values’ and the need to ‘strengthen the international order’—at this 
year’s AUSMIN, the realities of the rapidly evolving challenge posed by a forward‑leaning and aggressive China, simultaneously 
with European and US embroilment in the daily distress of Russia’s 10‑month‑long war in Ukraine with no end in sight, adds extra 
weight to the importance of the fundamentals of the alliance for the US. The US delegation will expect substantive realism from 
their Australian counterparts.

Here’s what the Americans are likely to assume.

AUKUS

The status of AUKUS and its prospect for delivering nuclear-propulsion technology for Australia’s next-generation submarines (Pillar 1) 
is the fulcrum on which the AUSMIN discussions will turn this year. Pillar 2 of AUKUS and the joint development of advanced military 
and other technologies is currently a secondary consideration for the US—not because those issues are less important for military 
and civilian innovation and advancement, nor for the necessary and painstaking integration of concepts, standards and intentions 
to secure their utility, but because the submarine partnership and focus on addressing the military capability gap is a singular 
and immediate imperative for the US Department of Defense. The technology transfer for Pillar 1 success is vital for achieving a 
credible, collective long‑term deterrence of China. The sound of alarm that AUKUS has provoked from Beijing suggests that the 
partnership has altered its calculus, even though the deterrence effects might not be discernible until the boats are in the water.

Australia’s Department of Defence also places priority on Pillar 1, but Pillar 2 needs to receive more than passing consideration 
on the AUSMIN agenda. The AUKUS partners need to show that they can simultaneously progress on both pillars—just as the US 
and allies need to counter Russia and other rogue actors at the same time as they concentrate on the China threat. Therefore, the 
Australian delegation should bluntly state how progress on Pillar 2 is necessary, not just for the three AUKUS partners but for the 
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greater Indo‑Pacific region. Successful development of Pillar 2 will support a stronger narrative throughout Southeast Asia and the 
Pacific by showing how its technological advancements may further other regional states’ interests.

As part of this approach, the Australian ministers should be clear about key differences between Pillar 1 and Pillar 2—Pillar 1 is 
an exclusive arrangement between three governments and their defence departments with other agencies in supporting roles, 
but Pillar 2 should be expansive, to include the whole of the AUKUS partner societies as well as other countries as beneficiaries of 
innovation. Pillar 2 may still be defence‑led but not defence‑only, since the topics of cybersecurity, AI and quantum computing 
aren’t military‑only challenges to solve. China, for example, doesn’t task only its military to working on cyber and AI innovation—
and neither should the AUSMIN allies. Pillar 2 requires a whole‑of‑government and whole‑of‑nation effort. Thus, Canberra and 
Washington should discuss the role of commercial industry, supply chains and broader society in enabling Pillar 2’s success. 
Reshaped and improved workstreams under Pillar 2 that provide non‑defence agencies with clearer and more functionally robust 
roles would be an important outcome from AUSMIN.

While most commentators ask what AUKUS means for Australia, an even better question is about what it means for the US. 
Washington knows it needs allies, and Australia is its most reliable. For the US, AUKUS represents the fulfilment of a promise 
to shift its attention to the Indo‑Pacific and the long‑awaited geostrategic pivot to interests in Asia. AUKUS and US extended 
deterrence more generally help to further anchor Australia in the American defence orbit. The Biden administration knows that 
Beijing fears collective action and hopes to make Beijing think about the difficulty of confronting a dedicated alliance with assets 
distributed across the region. For the US Department of Defense, Australia—in addition to US bases in Hawaii, Guam and Diego 
Garcia, and the recent airfield upgrade in Palau—is prime geography for forward operating locations in the Indo‑Pacific region.

AUKUS signifies a paradigm shift in the American approach to alliance capability sharing. Changes of this type are difficult for the 
most risk‑averse corners of the US military establishment. The fact that the US hasn’t shared nuclear technologies of this sort 
with an ally since 1958 can’t be overemphasised. Canberra will need to achieve a delicate balance between pressing the US, while 
displaying patience, to work more quickly and thoroughly to undo the knot of International Traffic in Arms Regulations, navigate 
through the Missile Technology Control Regime, and jump the hurdle of the Atomic Export Control Act.

December’s meeting is a chance to prepare the ground for the rollout of the submarine acquisition announcement in March, 
including ensuring that Australia and the US are in full agreement regarding the case to make to other allies, partners and 
adversaries. Some crucial allies and partners—such as Indonesia and Pacific island states—have expressed concerns about 
AUKUS’s effects on nuclear proliferation and possible further militarisation and destabilisation of the Indo‑Pacific region. Since 
Australia is obtaining the new capability, the US considers non‑proliferation messaging an Australian issue on which to lead—
Washington will expect an update on Canberra’s discussions with the International Atomic Energy Agency (IAEA) and how private 
conversations are going with key states such as Indonesia.

The Australian delegation should take the opportunity to set out its views on managing the Indonesian friendship, which entails 
Canberra acknowledging Jakarta’s freedom to express concerns while working transparently with Indonesian partners in the 
expectation that they’ll support the IAEA’s decision regardless of the efforts of Beijing. AUSMIN should set officials the task 
of determining early what the communications plan will be before and after the announcement to ensure the engagement of 
regional partners.

Any ongoing perceived lack of transparency from Canberra, London and Washington regarding the purpose and plan for AUKUS 
(while rational, given the sensitive nature of nuclear secrets) won’t be received well by Southeast Asian and Pacific nations 
that view AUKUS through a historical lens of colonialism, prioritise economic investment over security and are dedicated 
to a nuclear‑free and independent Pacific that doesn’t become, in Fijian PM Frank Bainimarama’s words, a ‘highway for 
nuclear submarines’.

Transparency is also the best way to deal with Chinese disinformation. The potential for Chinese disinformation to colour 
perceptions of the deal will grow the longer that the AUKUS members delay announcements and fail to fully explain its parameters 
and objectives. AUSMIN is a prime forum for explicit and uncomplicated discussions between two of the three AUKUS parties to 
‘get their stories straight’ in preparation for honest and compelling conversations with other allies and partners.
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Concentrate on strategic imperatives

Given America’s involvement in every global region, it must work with allies to manage various regional hotspots and pop‑up 
crises—sometimes relying heavily on partners to provide most of the ideas and at least some of the heavy lifting. Southeast Asia 
and the Pacific have traditionally been cases in point. Over the past several decades, the US has handed responsibility for the 
South Pacific—and to a lesser extent Southeast Asia—to Australia while it tended to concerns in Northeast Asia, the Middle East 
and elsewhere. Past and current US policymakers have suggested that the US doesn’t understand the Pacific, were happy to leave 
it to Australia to represent US strategic interests, and were willing to help but not necessarily to lead.

Relatedly, secretaries Blinken and Austin regularly describe the Australian–US alliance as foundational to efforts to advance US 
national security. As we’ve seen over the past several months, the US wants to rely more heavily on Australia’s strategic geography 
as a base for maintenance and power projection. It seems likely that the US will seek to cooperate more closely with Australia to 
deliver diplomatic signals and deterrent effects, including, perhaps, Australia providing space for a US Marine expeditionary group 
in Darwin1 and joining the US to help establish national security coordinator and national security council institutions among 
Pacific island partner states.2 The Biden administration’s framing documents, such as the National Security Strategy (NSS), the 
National Defense Strategy (NDS) and the Indo‑Pacific Strategy, each provide long lists of national objectives, and the President’s 
introduction to the NSS states that ‘[t]here is nothing beyond our capacity.’3 This audacious claim is only possible because the US 
has broadened the meaning of the word ‘our’ to include allies.

While Australia should welcome this opportunity to help guide US policymakers, diplomacy is the art of getting your own interests 
on someone else’s agenda, and Canberra should drive home with force that American interests in the Indo-Pacific should be 
Washington’s priority, too. Australian and American interests demand a fully present, totally committed US that’s willing to make 
hard choices. The memory of the failure of President Obama’s pivot to the region looms large in memories across the region. Many 
officials, including Secretary of State Blinken, National Security Adviser Sullivan and National Security Council Coordinator for 
the Indo‑Pacific Kurt Campbell were part of the Obama administration and will be in the AUSMIN room knowing the Indo‑Pacific 
challenges are even more pressing than they were six years ago. The Australian delegation will need to continue pressing on the 
US that it needs to assure the region’s elites that this time is different: that the Americans are dedicated to engagement for the 
long haul.

If a real friend is someone you can trust to tell you the truth, then Australia can be a real friend to America by telling its lead foreign 
policy and defence officials that expending disproportionate resources and mental capacity on important but not vital national 
security problems elsewhere risks becoming a distraction that may up‑end the necessary US transition to Asia as the primary 
strategic theatre. The EU can do far more to counter Russia and in support of Ukraine than ASEAN or the Pacific islands can do to 
counter Beijing’s malign activities—sustained US leadership and engagement in the Indo‑Pacific is not only important for Australia 
and the region but for the US.

This Australian delegation is likely to find that this message of consistent strategic policy isn’t one‑way. As the NSS states, US 
foreign and defence policy circles now recognise that, while Russia is an immediate threat, China ‘is the only competitor with both 
the intent to reshape the international order and, increasingly, the economic, diplomatic, military, and technological power to do 
it’.4 All the indications and warning buttons are flashing red. If, as Secretary Blinken has said, China is on a ‘much faster timeline’ to 
act on Taiwan, then the US needs a laser focus on the first, second and third island chains to ensure a clear military edge.

Ensuring that China doesn’t become a hegemonic power in the Indo‑Pacific region is the prime imperative, which is why the US 
has paid close attention to the diplomatic re‑engagement between Beijing and Canberra. The US will support dialogue, but the 
intimacy of the AUSMIN relationship means the US will want to know that Australia can improve bilateral relations with Beijing 
without compromising on strategic and security policy. At AUSMIN, the National Security Agency’s Jake Sullivan may remind the 
Australian delegation that the US administration made its own improvements in the US–China relationship contingent on Beijing’s 
dropping its economic coercion of Australia.5
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AUSMIN, so proximate to the leadership summit season, will be well timed for Australia and the US to coalesce around a shared 
China‑policy principle of ‘cooperate where we can and counter where we must’. Other countries, even allies and friends such as 
Germany, continue to argue that they must take economic consequences into account when making security decisions regarding 
China. The Americans will be eager to hear from the Australian delegation that the reverse remains strong and true for Australia: 
security implications will factor into any economic opportunities with Beijing. Australia may wish to not only confirm the focus 
on security and sovereignty but return serve by noting the importance of the US holding firm to its commitment of strategic 
competition, including where there’s the potential for cooperation with Beijing on topics such as mitigating the negative effects of 
global warming.

The AUSMIN communique will be instructive. In recent years, it has dealt with the specifics of the challenges and threats posed 
by Beijing—from military threats in the South China Sea to malicious use of cyberspace and disinformation, and from support 
for the status quo in relation to Taiwan to calling out human rights abuses in Xinjiang. The US will require no backward step from 
Australia in this regard, and the Australian delegation will be able to use this AUSMIN to again demonstrate Australia’s firm footing 
as a reliable partner. In doing so, Australia should press the US on India, which offers advantages as a regional balancer. While 
Washington is known to have frustrations with the Indian approach to Russia’s war in Ukraine, strategic patience is required when 
the threat of Beijing and the opportunities of the Indo‑Pacific are the top priorities. Australia should ask that references to India 
and the Quad be incorporated into the communique alongside other groupings such as AUKUS, ASEAN and the Pacific Islands 
Forum. Australia will also find the US receptive to ensuring that AUSMIN doesn’t just address threats but projects a positive 
vision for the alliance and the Indo‑Pacific. Consultations this year are likely to involve more private and public discussion of 
topics such as the strategic implications of global warming and natural disasters, and Kurt Campbell has said that the Albanese 
government’s election has ‘opened a new avenue of cooperation with the US’.6 This dialogue would also be consistent with the 
shared principle of ‘cooperate where we can and counter where we must’—to signal in AUSMIN rhetoric the intent to cooperate 
with regional friends wherever possible.

The re‑emergence of deterrence

Australia will also encounter a US trying to simultaneously counter Russia while quickly learning from the lessons of Russia’s 
invasion of Ukraine for any Indo‑Pacific contingency. The consequences of a similar failure of deterrence of China regarding its 
interest in Taiwan dwarf the spillover of troubles from Putin’s adventure.

Congressman Michael Gallagher—co‑chair of the Friends of Australia Caucus and the AUKUS working group on the Hill—recently 
said that the US military, industrial base and public aren’t ready for a direct conflict and lack the demonstration effect necessary to 
deter Beijing.7 The US needs more help, and the goal of outcompeting China can’t be accomplished without, as the administration 
says, ‘unprecedented cooperation with those who share in this vision’. To that end, Australia has committed to spending a 
minimum of 2% of its GDP on defence each year. With the known expense to come from AUKUS, it seems unlikely that the US will 
ask Australia to commit to a higher percentage and rather simply ask for a commitment to capability development and strategic 
alignment. But the US will be interested in the draft Defence Strategic Review and will expect confirmation that Australia will 
commit to acquiring the capability needed to defend itself and assist in the deterrence needed to avoid conflict.

Australia can use AUSMIN to help the US recognise the limits of what’s possible, secure what’s most valuable, and remain focused 
on the overriding strategic task facing both countries. A DC meeting precludes the geography lesson suggested by ASPI to include 
at least part of an American visit in the Northern Territory to drive home the importance of geography and to give the Americans 
a brief glimpse of the US assets and Australian capabilities in the north.8 That opportunity may come next year, and the partners 
should formally agree to it now.

President Biden has referred to this decade as being ‘decisive’. The Australian delegation will find its US partners don’t view 
that reference as a projection of the next 10 years but, rather, that the allies are already three years into the decade and needing 
to focus on action in 2023. The Americans will know that this AUSMIN will be quickly followed in 2023 by the finalisation of the 
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Australian Defence Strategic Review and the submarine decision in March, and the Quad leaders convening in Australia all amid the 
continued risk posed by the Russia–China partnership. And they’ll be looking for Australia’s continuing support not just as a moral 
partner but as one of substance.
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Acronyms and abbreviations
ACI Anti‑Coercion Instrument (EU)

ADF Australian Defence Force

AES program Assessment Evaluation and Standardization program (US)

AI artificial intelligence

ASEAN Association of Southeast Asian Nations

CCP Chinese Communist Party

CISA Cybersecurity and Critical Infrastructure Security Agency (US)

CPTPP Comprehensive and Progressive Agreement for Trans‑Pacific Partnership

DeFi decentralised finance

EEZ exclusive economic zone

EU European Union

FedRAMP Federal Risk and Authorisation Management Program (US)

FOIP free and open Indo‑Pacific

HADR humanitarian assistance and disaster relief

Hybrid CoE European Centre of Excellence for Countering Hybrid Threats

IAEA International Atomic Energy Agency

IP intellectual property

IRAP Infosec Registered Assessor Program (Aust.)

ITAR International Traffic in Arms Regulations (US)

JETP Just Transition Energy Partnership

NATO North Atlantic Treaty Organization

NDS National Defense Strategy (US)

NGAD program Next Generation Air Dominance program (US)

NSS National Security Strategy (US)

PBP Partners in the Blue Pacific

PIC Pacific island country

PNT position, navigation and timing

Quad Quadrilateral Security Dialogue

REE rare‑earth element

SSN ship, submersible, nuclear (nuclear‑powered fast attack submarine)

STEM science, technology, engineering and mathematics

TPP Trans‑Pacific Partnership

USAF US Air Force

WTO World Trade Organization
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