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Introduction 
Domestic telecommunications companies assist law enforcement by the lawful interception 
of otherwise private communications when presented with a valid warrant. This has been a 
powerful tool to combat crime. In the 2019–20 financial year, for example, 3,677 new warrants for 
telecommunications interception were issued, and information gained through interception warrants 
was used in 2,685 arrests, 5,219 prosecutions and 2,652 convictions.1 That was in the context of 43,189 
custodial sentences in the same year.2

But law enforcement and security officials assert that the usefulness of ‘exceptional access’, as it’s 
called in this paper, has declined over time as strong encryption has become increasingly common. 
Australian Security Intelligence Organisation (ASIO) Director-General Michael Burgess has stated that 
encryption ‘damages intelligence coverage’ in 97% of ASIO’s priority counter-intelligence cases.3  
The problem of increasingly powerful encryption degrading the usefulness of exceptional access  
is often referred to as ‘going dark’.4

The Australian Government has committed to the reform of Australia’s electronic surveillance 
legislative framework.5 Although its discussion paper mentions encryption only in passing,6 we can 
expect that encryption and going dark will be a topic of debate as reform is considered. This paper 
contributes to that debate by examining how firms that provide digital communications services can 
provide assistance to law enforcement even as strong encryption is increasingly common.

Although exceptional access is primarily concerned with evidence collection, it may be better in some 
cases to focus on crime prevention, when it comes to achieving society’s broader aim of safety and 
security. This may be especially true for serious offences that cause significant harms to individuals, 
such as child exploitation and terrorism.

Accordingly, in this paper I divide assistance to law enforcement into two broad types:

1. Building communications services so that criminal harm and abuse that occur on the service can 
be detected and addressed, or doesn’t even occur in the first place. Examples of harms that might 
be avoided include cyberbullying or child exploitation that occur online.

2. Assisting law enforcement with exceptional access for crimes that are unrelated to the 
communications service. Examples of such crimes might include an encrypted messaging service 
being used to organise drug smuggling or corruption.

I start by exploring the justification for exceptional access and then examine how encryption has 
affected assistance to law enforcement, as well as the differences between transport encryption and 
end-to-end (E2E) encryption and the implications those differences have for law enforcement.  
I examine encryption trends and discuss the costs and benefits of exceptional access schemes.

I then examine some of the approaches that can be used by service providers to provide these two 
different forms of assistance as E2E encryption becomes increasingly common. I also summarise some 
of the advantages and disadvantages of those different approaches.
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A number of initiatives seek to embed safety and security into the design, development and 
deployment of services. They encourage industry to take a proactive and preventive approach to user 
safety and seek to balance and effectively manage privacy, safety and security requirements. Those 
initiatives have relatively few big-picture privacy or security drawbacks, but there are many issues 
on which there isn’t yet consensus on how to design platforms safely. Such initiatives may also need 
extensive resources for employee trust and safety teams.

Providing law enforcement access to E2E encrypted systems is very challenging. Proposals that allow 
access bring with them some potentially significant risks that exceptional access mechanisms will be 
abused by malicious actors.

Methodology
My research for this paper involved wide consultation across industry, government and civil society 
stakeholders as well as desk research. This informed my perception of stakeholder views and the 
various options that might be possible.

Definitions
End-to-end encryption and transport encryption

For the purposes of this paper, E2E encryption is defined as encryption in which only the sender and 
the intended recipient have the key to decrypt messages sent between the two. In most modern 
communications systems—including chat, email and messaging systems—messages are passed from 
sender to recipient through a number of intermediaries (such as mail servers, in the case of email). 
When E2E encryption is used in these types of systems, intermediaries can’t access the content  
of messages because they don’t have the key.

This is distinct from ‘transport encryption’, which encrypts messages on a per hop basis as they’re 
passed from the sender through intermediaries and onward to the recipient. Transport encryption 
prevents eavesdroppers from reading messages, but intermediaries are still able to see ‘plaintext’  
or unencrypted content. In the case of email, for example, the sender’s email server and the recipient’s 
email server can see unencrypted emails, but as email is sent to and from and between servers it’s 
typically encrypted.

E2E encryption suits personal messages from one user to another, or to relatively small groups. Many 
other services, such as Facebook, TikTok and Instagram, are one-to-many services. Those services 
take unencrypted user-generated content and mix and match it to deliver it in a personalised way to 
users. Such services can use transport encryption but not E2E encryption. However, direct messages 
within those services can be E2E encrypted.

These two different applications of encryption are used in different services and have implications for 
security, privacy and assistance to law enforcement. E2E encryption provides stronger privacy and 
security guarantees than transport encryption. It ensures that only the sender and receiver can access 
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the unencrypted content of messages. Service providers and eavesdroppers can’t see plaintext and 
can’t compromise the security of users, but this also prevents them from providing exceptional access 
to law enforcement under warrant.

Exceptional access

This paper defines ‘exceptional access’ as a targeted government authorisation to access a user’s data 
with the assistance of a service provider. That data may be needed to investigate ‘serious offences’, 
as defined in section 5D of the Telecommunications (Interception and Access) Act 1979.7 Those offences 
generally carry a penalty of at least seven years imprisonment, and include murder, kidnapping and 
organised crime offences, but can also include crimes with lesser penalties that typically require the 
use of telecommunications (such as collusion).8

Exceptional access is also typically covert—the subject doesn’t know that they’re being surveilled  
or might not know the extent of surveillance coverage. This can allow the collection of evidence that 
wouldn’t be gathered through overt surveillance or search warrants.

Exceptional access should only be granted when it’s both necessary and proportionate. Both 
authorisation and oversight should be in the hands of independent bodies.

Service providers

In this paper, I use the term ‘service providers’ to refer to companies or organisations that provide 
encrypted messaging services.

Is exceptional access justified?
Governments have a long history of dealing with the challenge of encryption while seeking access to 
notionally private communications. From as early as 1653, the mail service in the UK, known as the 
General Post Office (GPO), included a ‘Secret Office’, the main role of which was to intercept and read 
foreign mail.9 Even in those days, encryption was a challenge. The Secret Office had a team, led by  
a ‘Chief Decypherer’, whose job was to decrypt encrypted messages.

Article 12 of the UN’s Universal Declaration of Human Rights states that ‘No one shall be subjected 
to arbitrary interference with his privacy, family, home or correspondence’ (emphasis added),10 yet 
there are circumstances in which governments and societies curtail individual rights for some greater 
good. In Article 29 of the declaration, some of these reasons include ‘meeting the just requirements of 
morality, public order and the general welfare in a democratic society’.

In the physical world, drastic restrictions on individual liberty have been justified in cases where 
they help in the detection and prevention of crime. In those cases, restrictions can include search 
warrants or even imprisonment. So, at least in principle, access to otherwise private communications 
falls within the range of acceptable infringements of individual rights. However, there are differences 
between the physical world and electronic communications, which I discuss below.
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Expectations of privacy
E2E encryption is particularly useful for protecting communications between individuals where there’s 
an expectation of privacy. As group sizes expand, a conversation becomes more public, so there’s  
a decreasing expectation of privacy: in the words of Benjamin Franklin, ‘Three may keep a secret,  
if two of them are dead.’11

Social media and one-to-many communications (Facebook, LinkedIn, Twitter, TikTok, photo sharing 
sites and so on) are more suited to transport encryption. The aim of these services is to share with 
many people, so there’s typically a reduced expectation of privacy. Furthermore, the services typically 
personalise services from user-generated content, so servers need access to unencrypted content  
to curate and present it.

Encryption trends
Encryption has become increasingly prevalent in digital communications. This trend is visible in 
Google’s statistics on the use of transport encryption, and one rough measure is the use of encryption 
to serve web pages. In 2016, half or less of all web pages were encrypted, but by 2021 it was generally 
around 80% (a bit more or less, depending upon the platform).12

Consistent with the overall trend towards more use of encryption, E2E encryption has also become 
increasingly common in recent years and is used by most popular messaging services, including:

• iMessage (released in 2011)13

• Signal Messenger (2014)14

• WhatsApp (2016)15

• Google’s Messages RCS (2021)16

• Facebook Messenger (which has optional E2E encryption,17 with a view to rolling out E2E encryption 
by default18).

Most of these services have billions of users.

Criminals were early adopters of E2E encryption. The Phantom Secure phone—a custom Blackberry 
modified to support only encrypted messaging and with other functionality removed—was marketed 
and sold to criminals from 2008.19

But lawful users also care about privacy and security, as evidenced by their migration to other 
messaging apps when WhatsApp announced changes to its terms of service that were interpreted  
as reducing privacy and security.20

Strong encryption, however, carries with it what could be described as negative externalities. The one 
that’s the major focus of this paper is the ability of criminals to communicate free from oversight by 
law enforcement or even service providers. That ability possibly results in increased harms to other 
people. For example, criminals use E2E-encrypted communications to organise drug deals, and those 
producing and sharing child sexual exploitation material often use encrypted services.
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Although these harms occur, banning E2E encryption in response would be disproportionate. 
Individuals and governments almost universally value the safety and security that this form of 
encryption provides. Cars are not banned, despite deadly crashes and their occasional deliberate use 
as weapons, but there is a regulatory, licensing and safety regime covering their use. Society needs  
to find a position that minimises harms while protecting privacy and security as much as possible.

There could well be innovative approaches to detecting illegal and harmful content in order to improve 
safety without compromising security. Such approaches should be explored and implemented  
if there’s evidence that they’re effective.

Beyond innovative approaches, it could be that the best balancing position is to prioritise strong 
encryption over other requirements. But it’s also possible that society and policymakers will accept 
increased insecurity in E2E-encrypted systems in return for increased ability to curtail some harms.

Balancing benefits against costs and risks
Exceptional access isn’t a goal in itself, but it’s useful for law enforcement. It can be used to collect 
information in an evidentiary form for use in criminal prosecutions and so be helpful in obtaining 
convictions—the words spoken by a suspect are particularly convincing for judges and juries, 
particularly when the burden of proof requires mens rea, or criminal intent. Because it can make 
substantial contributions to criminal prosecutions, the judicious use of exceptional access can at times 
be causally linked to public safety and security.

But exceptional access isn’t without costs.

There are direct costs related to the servicing of exceptional access requests, although there are 
provisions for companies to recover some of those costs from law enforcement.21 Although this 
is beyond the scope of this paper, it’s worth noting that the most cost-effective way of obtaining 
evidence isn’t necessarily the most privacy-preserving way—it’s possible that there’s a more expensive 
but less intrusive way to gather evidence.

Exceptional access mechanisms can also impose indirect costs. For example, the Telecommunications 
and Other Legislation Amendment (Assistance and Access) Act 2018 (TOLA Act) imposed significant 
indirect costs on Australian industry—potentially even on businesses that aren’t required to provide 
any assistance to law enforcement.

The TOLA legislation includes a tiered system of provisions under which industry provides 
such assistance. At the highest level, the assistance is made compulsory through a ‘technical 
capability notice’.

The TOLA legislation and technical capability notices, in particular, were used by overseas competitors 
to portray Australian companies as untrustworthy because they could be compelled to act against the 
interests of their customers by the Australian Government. This is essentially the ‘Huawei argument’: 
that certain telecommunications equipment vendors were ‘high risk’ because they could be compelled 
by their own governments to act against Australia’s interests.
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That might not have been the intent of the legislation, but that’s how it was portrayed by some 
overseas industry competitors. In my research for this paper, Australian firms reported that, although 
the effect on sales was hard to isolate from other factors, the legislation resulted in increased 
sales-force training costs to counteract competitors’ disinformation. In practice, technical capability 
notices apply to both Australian firms and to international firms that operate in Australia.

Knowledge that a service provides exceptional access to law enforcement will encourage criminals and 
perhaps even regular users to migrate to services that are less friendly to the authorities, potentially 
making exceptional-access capability less useful. This is evidenced by the early adoption of encrypted 
devices by organised crime groups (as in the case of Phantom Secure) and the migration of users away 
from services when they have privacy concerns.

Exceptional access and digital technologies
I have cited search warrants as a real-world example of the curtailment of individuals’ liberties in 
the interests of social safety and security. However, there are significant differences between search 
warrants in the physical world and exceptional access to communications in the digital realm. A search 
warrant allows lawful physical access to specific premises, but it doesn’t really affect the security 
of unrelated places. In contrast, exceptional access schemes for E2E-encrypted communications 
systems necessarily rely on, at least to some extent, mechanisms that undo security protections. Such 
mechanisms, which are commonly called ‘backdoors’, increase the risk for all users of the system,  
so it’s as if serving an ordinary search warrant makes all premises less secure.

Additionally, once security protections are weakened, attackers aren’t limited by geography. 
Exceptional-access mechanisms could potentially be compromised by malicious actors from 
anywhere in the world, given the global reach of communication systems, and those actors could be 
very capable; they could include state espionage agencies.

The consequences of abuse of exceptional-access mechanisms could also be amplified because digital 
technologies lend themselves to automation. It’s possible that compromising exceptional access could 
result in security breaches that affect everyone using the communications system.

Taken together, these properties of digital communications systems raise the stakes for 
exceptional-access proposals. In his review of the TOLA legislation, the Independent National Security 
Monitor, Dr James Renwick, stated that ‘I consider that there is a greater need for safeguards in the 
virtual world than in the physical world, for both reasons of trust and the wide and unknown impact  
of technology.’22

I’m not aware of research that quantifies the increased risk that would come from introducing 
exceptional-access mechanisms, but that doesn’t mean that exceptional access is not, on balance, 
justified. That’s a decision for legislators and policymakers, but it does suggest that such proposals 
must be subject to a stringent technical evaluation before implementation and to robust independent 
oversight when implemented. The current decision-making and oversight processes for physical 
search warrants might not be adequate for access to digital communications, given the potential for 
far wider damages.
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Both the UK’s Investigatory Powers Act 201623 and Australia’s TOLA legislation potentially allow for 
service providers to be compelled to provide assistance to law enforcement agencies, but  the extent 
to which those laws have been used to provide exceptional access to E2E-encrypted communications 
is not clear.

Scope of assistance to law enforcement
Service providers have a moral obligation to attempt to minimise abuse and harms that stem from, 
or are related to, the use of their services. Examples of such harms are cyberbullying, the grooming 
of children for sexual abuse, and non-consensual image-based abuse. These types of crimes are 
technology-enabled, and the digital service is central to the crime; in the absence of the platform,  
the crime can’t occur.

Service providers are in a powerful position to prevent, detect and deter such crimes. Assistance to law 
enforcement for these platform-related crimes could take many different forms. For example:

• A service could be designed from the outset to minimise the likelihood that it will be used for abuse. 
I discuss this in more detail below, under ‘Safety and security by design’.

• A service could proactively detect criminal or harmful activities, perhaps by scanning content for 
objectionable material when it’s unencrypted and forwarding information to law enforcement.  
This is a ‘push’ model of assistance, and the assistance could be voluntary or legally required.

• A service could respond to user reports and forward them to law enforcement if the activity crossed 
some threshold.

There are also times in which E2E-encrypted messaging services are used to facilitate other types 
of crimes that are unrelated to the messaging service. The traditional way that telecommunications 
providers have assisted law enforcement is through exceptional access.

Child protection expectations and content 
scanning
Assistance to law enforcement in the face of increasing default encryption (‘going dark’) has been 
debated without resolution over many years.

The debate has swung towards child safety concerns in recent years. There are several global 
legislative initiatives that are likely to impose obligations on service providers to tackle child safety 
concerns. However, tools that may be useful for child safety, such as scanning for known child sexual 
abuse material (CSAM),24 won’t necessarily assist law enforcement efforts to prosecute other crimes, 
such as illicit drug trafficking or racketeering.
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Options
In this section, I examine various options for assisting law enforcement and cover options that could 
help deal with CSAM and other types of crimes.

Although exceptional access is primarily concerned with evidence collection, in some cases the 
broader intent of safe and secure services may be better met with preventive measures that are built 
into services.

Various options are presented here in order from least to most intrusive, based on my subjective 
assessment. The options aren’t mutually exclusive but should be considered as a menu from which 
various selections could be made depending upon a variety of factors, such as:

• the user demographic: services with a younger user base and on which adults and children can 
interact have different safety and abuse aspects.

• the type of service: whether the service is a messaging service between individuals or a social 
networking service affects the expectation of privacy that comes with the service.

• identification: whether it’s possible to identify individuals by their characteristics and target 
vulnerable segments of the community.

• anonymity: whether the service is anonymous or tied to a real-world identifier, such as a phone 
number, or has a real-name policy.

Safety and security by design

One element that underpins any discussion of societal harms and assistance to law enforcement is 
‘safety and security by design’. It might not directly assist prosecutions, but decisions on how services 
are designed and constructed and what defaults are used can influence the way people use the 
services and how they respond to undesirable, abusive and illegal material.

Safety and security by design can strongly shape the service and make harmful behaviour less likely, 
and, when it does occur, easier to detect and counter.

Potentially, almost any aspect of a service could be changed to increase safety. Some of the factors to 
be considered are:

• What information is captured during registration and sign-up and used to enhance safety 
protections for minors and to manage accounts?

• Who can contact whom? Are adults allowed to contact children with whom they have no 
prior relationship?

• What’s the default level of encryption? What’s the default encryption applied in new conversations?

• How big can groups get? What’s the default encryption for groups?

• Are users encouraged to report bad behaviour? Does the user interface make this easy or discourage 
reporting? Is there on-device detection that prompts reporting?

• What are the consequences for bad behaviour? Are such users banned? Quarantined? Reported to 
law enforcement agencies?
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There are many possible ways that services could be designed to improve safety, but there might 
not yet be consensus on the best approaches to minimise abuse in a way that’s compatible with 
commercial interests.

Safety by design has the potential to lift safety standards to ensure greater protection of all users and 
to minimise future threats. It can shape users’ actions to discourage abusive or harmful behaviour, 
provide tools for users to protect themselves, and encourage the reporting of unacceptable practices.

This wouldn’t infringe on user privacy or security; if well implemented, it would improve user security.

Varying encryption defaults

One option that would allow content scanning in high-risk communications is to not use E2E 
encryption for certain types of data. If shared photo libraries are a high risk for CSAM, for example,  
it might be appropriate to not apply E2E encryption to shared photos.

There are precedents for this. For example, Apple has reportedly not encrypted iCloud backups as an 
accommodation for law enforcement.25 This allows exceptional access to communications if iCloud 
backups are enabled.

In the case of iCloud backups, this allows users to make security and privacy choices depending upon 
their individual circumstances. This may mean that prospective criminals can opt out of exceptional 
access, although I’m not aware of any empirical research comparing the use of iCloud backups by 
law-abiding versus criminal users.

Another option might be to enable E2E encryption only for certain types of messages, rather than as 
a default for all users. For example, messages to children’s accounts could use transport encryption 
rather than be E2E encrypted. This would allow scanning technologies to be used on certain classes 
of messages.

User reports

In some services, users can report harmful material. This can involve the forwarding of a number 
of (previously E2E encrypted) messages to trust and safety teams for them to assess and then take 
appropriate action. This provides more robust evidence compared to screenshots provided by victims.

The effectiveness of user reporting can be strongly influenced by design decisions.

User reporting doesn’t break E2E encryption and provides users with the ability to act against offensive 
or harmful material. It’s also possible that on-device detection of nudity could be used to prompt 
children (or other users) to file reports. Nudity detection would be imperfect, but even imperfect 
detection could powerfully shape user behaviour to result in a safer environment.

User reporting has no downsides from an encryption point of view. From a commercial perspective, 
however, it requires the creation of a trust and safety function to assess reports and take appropriate 
action. This could be expensive to build and maintain.
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If a service is not well established, it might not have the resources to staff a trust and safety function. 
And even well-established messaging apps can have very large numbers of users but no significant 
revenue. Signal, for example, is a free app funded by the non-profit Signal Foundation.26

Metadata and unencrypted information

E2E encrypted messaging services still have access to unencrypted information and metadata. 
Depending upon the service, unencrypted information could include account profile information 
such as photos, names, group membership and, potentially, contact lists. Metadata may include, for 
example, call data (who called whom, and when they called) or the internet protocol addresses that  
an account has used.

All those data points could be useful for a service’s own trust and safety functions and for 
law enforcement.

Within a service, this data could also be used for internal safety and anti-abuse processes. A service 
provider could potentially have more scope to analyse the data in its entirety to improve safety on 
their service.

For example, analysis of messaging patterns may identify accounts exhibiting anomalous behaviour, 
such as a ‘closed circle’ of accounts that communicate only with each other. If that group or its 
members also use coded language that was previously found to be associated with CSAM trading in 
public (and therefore unencrypted) profiles, there could be grounds for further action, which could 
take the form of account suspension or perhaps even referral to law enforcement agencies.

Within a service, this data could also be combined with other sources, such as user reports, to provide 
further insight. Analysis of metadata and unencrypted information is a specialist function and would 
require investment in both personnel and capability to produce worthwhile results.

Metadata analysis is intrusive, but it provides information that can be used to improve safety without 
degrading E2E encryption.

For law enforcement, such data points, provided with appropriate legal authorisation, could provide 
insight into specific users or accounts. The data is already valuable for providing leads in investigations, 
but might not (yet) be enough on its own to convince judges and juries of a person’s guilt.

Metadata as an alternative to exceptional access

It’s worth exploring whether metadata can be used to achieve convictions. Senior US intelligence 
officials have attested to the power of metadata. General Michael Hayden, former director of the 
National Security Agency and the Central Intelligence Agency, famously commented that ‘We kill 
people based on metadata’,27 and the National Security Agency’s former general counsel, Stewart 
Baker, has said that ‘metadata absolutely tells you everything about somebody’s life. If you have 
enough metadata, you don’t really need content.’28

Whether this intelligence perspective on the power of metadata can translate to the Australian 
judicial system is an open question. One key difference between the intelligence community and 
the judicial system is that intelligence analysts are trained in interpreting and assessing metadata to 
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make judgements; judges and juries might not have relevant experience that allows them to reach 
conclusions with the same confidence.

Education and training in metadata analysis could help people within different parts of the justice 
system to understand, interpret and communicate the implications of metadata. Police, judges,  
juries and lawyers could all be educated to optimise the lawful and proportionate use of metadata.

Client-side scanning

On-device technologies that can classify images or identify exact matches to particular photos already 
exist. Those technologies aren’t perfect, but could be useful for child safety and for detecting and 
responding to abuse.

Apple recently proposed using both of these technologies in two separate child safety initiatives.29

First, Apple proposed to use image-classification technology to protect children by detecting sexually 
explicit photos sent to or from them. Nude images sent to a child would be hidden by default.  
The receiving child could view the image, but would be warned that their parents would be notified  
if they did. Similarly, children sending images identified as sexually explicit would be warned that their 
parents would be informed before the message would be sent. This wasn’t a default setting: parents 
could opt in to both detection and notification.

Second, Apple proposed to detect exact matches to previously identified illegal CSAM that was to be 
shared in iCloud photo libraries. Detection could ultimately result in the material being forwarded to 
the US National Center for Missing and Exploited Children and from there perhaps ultimately to law 
enforcement agencies.

These technologies look to be potentially useful in prompting follow-on action, either by individual 
users or by trust and safety teams. Apple’s proposals were controversial and have been shelved by 
the company in the short term. The technical capability and the requirement for comprehensive 
trust and safety functions may make this type of client-side scanning difficult for less well-resourced 
service providers.

Server-side scanning

Server-side scanning necessarily requires that E2E encryption is not implemented for the data that’s 
being scanned. For some types of data, that might be justifiable. For example, when pictures are being 
shared among large groups, the image is inherently more public, the expectation of privacy is reduced, 
and maybe transport encryption is an appropriate level of protection.

Server-side scanning is ‘easier’ than on-device scanning, in that more computing resources are 
typically available. It’s already used on many transport encrypted services, and the detection of known 
CSAM can result in reports to law enforcement.
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Exceptional access
There are suggestions for various mechanisms to allow exceptional access to particular 
communications or devices.

Ghost user added to group conversations

One method for allowing exceptional access to E2E-encrypted systems is to silently add law 
enforcement as silent and invisible participants in ongoing conversations. This is often called ‘the 
GCHQ proposal’ because it was mooted by two employees of the UK’s Government Communications 
Headquarters: Ian Levy, then technical director at the National Cyber Security Centre, and Crispin 
Robinson, at that time technical director of cryptanalysis at GCHQ (cryptanalysis is the analysis of 
cryptographic systems).30

This proposal maintains strong encryption and doesn’t rely on secretly weakening the encryption 
algorithm used. It more narrowly limits access to a suspect’s communications compared to the access 
that lawful hacking could provide. It limits exceptional access to messages on a particular service 
that occur after a warrant is issued. Computer access, by contrast, is potentially far more intrusive, 
as it allows access to all data on a device, including messages, photos and documents both past 
and present.

The involvement of service providers may provide some additional transparency to democratic 
societies beyond what’s provided by formal oversight bodies. Service providers would be involved in 
the servicing of warrants and should be able to report summary statistics on the number and nature 
of exceptional access requests (that is, how many requests and for what service or what types of data). 
It’s increasingly common that service providers issue transparency reports.

This proposal has a number of significant disadvantages.

It lowers overall trust in the specific communications system in which it’s implemented. Although E2E 
encryption remains robust in this scenario, trust in the system as a whole is diminished. From a service 
provider’s point of view, it diminishes their competitive position in regard to privacy and security. It 
will also encourage criminals to avoid that particular service, undermining the objective; there’s plenty 
of choice in digital services, and it’s likely that there will always be choices that don’t cooperate with 
law enforcement.

It also makes the entire messaging system more complicated, and therefore more prone to 
vulnerabilities that would allow privacy and security to be compromised. This would require that both 
the directory and call set-up service and user messaging clients be engineered to allow the silent 
addition of ‘ghost users’. It’s possible that this functionality could be secretly abused.

Device access

The status quo in many liberal democracies is that ‘lawful hacking’ in support of law enforcement is 
allowed. In Australia the relevant legislation is the Assistance and Access Act 2018, in which ‘computer 
access warrants’ allow law enforcement to covertly access devices, often remotely, using vulnerabilities 
in hardware or software.31 Lawful hacking can provide comprehensive access to a suspect’s device,  
but there are several disadvantages.
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Developing and maintaining these capabilities can be difficult and expensive. Ideally, law 
enforcement resources should be focused more directly on enforcing laws, rather than on developing 
enabling capabilities.

Access isn’t necessarily enduring, as service providers actively work to close the vulnerabilities that 
are exploited to gain access. Otherwise lawful operations can be interrupted by essentially unrelated 
events in information security.

The difficulty of gaining and maintaining access may also limit how widely lawful hacking is used. 
From a social point of view, exceptional access should be limited to what’s lawful, necessary and 
proportionate as approved by an independent judiciary, rather than by what can be managed due  
to operational considerations.

This status quo achieves law enforcement goals while security is porous enough that devices can 
still be compromised. As security improves, opportunities for lawful hacking will diminish and it will 
become more difficult to effectively conduct these types of operations.

Assisted access

One possibility is that manufacturers provide law enforcement a mechanism for facilitated access to 
devices, similar to that currently provided by lawful hacking. This would provide comprehensive and 
enduring access to devices, but also maximises the risk of potential misuse; given the relatively small 
number of device manufacturers, the vast majority of devices could be susceptible to misuse if the 
exceptional-access mechanism were successfully compromised. This may also effectively limit device 
sales globally; many countries may be reluctant to import devices from places where exceptional 
access is enabled.

Seized devices

Another possibility is that device manufacturers enable mechanisms for law enforcement access after 
devices have been seized. Strictly speaking, this wouldn’t compromise E2E encryption but would 
involve providing exceptional access to file system encryption.

This would provide access to the communications within E2E encrypted messages via access to the 
file system. Historical messages could be accessed if they have been stored and not deleted, but 
seized-device access wouldn’t allow the continued collection of evidence as a suspect continues 
to communicate.

One legislative response in the TOLA Act was to raise the maximum penalties for not unlocking  
a device from two years imprisonment previously to up to 10 years (for certain crimes).32

Importantly, the requirement for physical access limits how widely exceptional access could 
be misused.

15



Other options
This section contains some real-world examples that are relevant to the discussion of E2E encryption 
in messaging services.

Law enforcement takeovers

Globally, law enforcement ‘takeovers’ of criminal communications networks have provided valuable 
intelligence. Typically, the administrators of the networks were convinced to voluntarily allow law 
enforcement access. The Surveillance Legislation Amendment (Identify and Disrupt) Act 2021 introduced 
new account takeover warrants to compel assistance in these situations.33

There have been several cases in which ‘crimephone’ services (phone services the sole purpose 
of which is to facilitate secure communications between criminals) have been taken over by 
law-enforcement operations.

Operation Ironside

The US Federal Bureau of Investigation and the Australian Federal Police jointly ran the AN0M app, 
an encrypted phone messaging service that they marketed exclusively to criminals.34 They inserted 
law enforcement as silent participants into all communications that occurred across the messaging 
platform—an extreme example of the ‘ghost user’ proposal, if you will, although Ironside began before 
the GCHQ ghost user proposal was published.

This operation disrupted criminal networks and resulted in hundreds of arrests.35

There have also been a number of similar operations overseas in which crimephone operations have 
been taken over by law enforcement and subsequently modified to enable interception.36

Financial services

In the financial services sector, at least one regulator has decided that its need for compliance 
outweighs the increased risks of compromise.

The New York State Department of Financial Services mandates that certain banks use the Symphony 
E2E encrypted communications platform.37 To meet regulatory compliance requirements, the 
Symphony system stores seven years of messages, while encryption keys are stored with a third party.

In its enterprise offering, Wickr, an encrypted messaging app company, also advertises its compliance 
capabilities, including ‘centralised message archival’.38

There haven’t been any publicly known compromises of these apps. That doesn’t, of course, ensure 
that the apps are in fact secure. Certainly, key escrow, message archiving and centralised storage all 
increase the ‘attack surface’—the opportunities for malicious actors to attempt to compromise or 
subvert these systems.
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Conclusion
In this paper, I’ve examined some of the options that could be employed by service providers to assist 
law enforcement as E2E encryption proliferates.

I’ve categorised areas of assistance into two broad categories of problems:

1. On-platform activities that are abusive or illegal. Child safety concerns and the sharing of CSAM fall 
into this category.

2. Off-platform activities in which exceptional access to communications can provide intelligence  
to law enforcement or contribute to prosecutions.

There are many ways that service providers can modulate on-platform activities to reduce harm and 
abuse that don’t compromise E2E encryption. Many of those processes might be technically difficult 
to implement, or resource intensive to run. Many E2E messaging apps don’t earn revenues that 
match their user base, so getting the necessary level of resource commitment may be difficult. These 
initiatives might not help law enforcement achieve convictions for off-platform crimes, but it’s possible 
that improved use of metadata could ameliorate that to some degree.

Law enforcement’s current point of view is that off-platform activities can really be tackled only 
by exceptional access to E2E-encrypted communications. Exceptional access could provide 
intelligence on activities that occur elsewhere and could also be provided as evidence in court to 
contribute to prosecutions. E2E-encryption exceptional access introduces the significant risk that the 
exceptional-access mechanism will be abused by malicious actors.

In the short term, I expect that there will be a focus on safety and security by design and increasing 
global regulation. Particularly with regard to child protection—but also on other issues such as 
cyberbullying and harassment—there’s broad agreement that significant improvements in safety can 
be made.

There isn’t the same broad agreement, however, when it comes to exceptional access to E2E systems. 
Globally, but also within governments, there are stakeholders that value security over exceptional 
access, and there isn’t yet any clear measure of the real consequences of imposing exceptional access 
upon E2E communications. As a consequence, I expect the status quo to continue, with lawful hacking 
substituting for exceptional access. More efforts to educate all parts of the judicial system about the 
use and analysis of metadata could optimise the data that can currently be legally obtained.
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Acronyms and abbreviations
ASIO Australian Security Intelligence Organisation

CSAM child sexual abuse material

E2E end-to-end

GCHQ Government Communications Headquarters (UK)

TOLA Act Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018
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